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The rapid development of social media has drastically transformed the way information is
delivered, where news and updates can be instantly searched, shared, and disseminated through the
internet (Amanda et al., 2020; Nadira & Negara, 2020; Sugiarta et al., 2018). This ease of access has
increased the public’s demand for information (Andryani et al., 2023), with vast amounts of data—often
referred to as “Big Data”—being generated every second (Nurhachita & Negara, 2021; Negara et al.,
2023). While conventional news organizations have adapted by publishing their content online to reach
wider audiences, the open nature of the internet also allows anyone to publish and circulate information
without verifying its accuracy. Consequently, fake news has proliferated, spreading rapidly across
platforms and influencing public opinion. The phenomenon gained significant global attention during
the 2016 United States presidential election, which exposed the lack of a robust framework for
combating misinformation at scale (Nurhachita & Negara, 2021). In this context, developing effective
early detection methods for fake news has become increasingly urgent (E. S. Negara & Andryani, 2018;
Ahmad & Ramasamy, 2019).

Fake news is often intentionally created to mislead, manipulate, or provoke, and its spread is
fueled by several factors, including limited public knowledge, low media literacy, and the inability of
many readers to assess the credibility of news sources (Singhal et al., 2019). While fact-checking
websites exist to debunk misinformation, their work requires expert verification and is often time-
consuming (Hu et al., 2021). This limitation has prompted researchers to explore automatic fake news
detection as a promising solution (Marta et al., 2022; Shu et al., 2016), aiming to reduce human effort,
accelerate verification, and curb the spread of false information (Shu et al., 2019).

Various machine learning and deep learning approaches have been investigated for this
purpose. Support Vector Machines (SVM), for example, remain popular due to their robustness when
paired with TF-IDF feature extraction, although they struggle with high-dimensional, large-scale
datasets (Reis et al., 2019). Naive Bayes Classifiers offer a simple probabilistic framework but can be
limited by their strong independence assumptions (Pahlevi et al., 2023; Yunanto et al., 2021). Long
Short-Term Memory (LSTM) networks excel at capturing sequential dependencies in text data but
process input in only one direction, potentially losing contextual nuances (Oshikawa et al., 2018;
Nayoga et al., 2021; Pahlevi et al., 2023). The Self-Organizing Map (SOM) algorithm has been applied
in fake news classification but is highly sensitive to weight initialization (Agustina et al., 2022).
Meanwhile, Random Forest classifiers are known for high accuracy yet can introduce bias when
handling categorical variables (Ajik et al., 2023; Ghazi et al., 2024).

Despite these advancements, there remains a research gap: most studies have focused on
evaluating individual algorithms in isolation, often using different datasets and performance metrics,
making direct comparison difficult. Few studies have systematically compared multiple popular
algorithms—spanning both traditional machine learning and deep learning approaches—on the same
dataset with consistent evaluation criteria. This lack of a unified comparative analysis limits our
understanding of which algorithm is most effective and under what conditions it performs best in real-
world fake news detection scenarios.

To address this gap, the present study conducts a comparative evaluation of four widely used
classification algorithms—Support Vector Machine, Random Forest, Long Short-Term Memory, and
Self-Organizing Map—on a standardized dataset. By analyzing and contrasting their performance,
strengths, and weaknesses, this research aims to identify the most effective method for early fake news
detection, thereby contributing to the development of scalable, accurate, and practical solutions for
mitigating the spread of misinformation.

This study meticulously employs various machine learning techniques to detect fake news
automatically. The research process is systematically explained through the flow depicted in Figure 1,
which shows the stages from data collection to model evaluation.

Start Collecting [ —| Preparing y/Separation of Training|—,| Model » Model | Finished
Dataset the dataset and Testing Data Training Evaluation

Figure 1. Research Stages
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The initial step is a thorough collection of datasets, namely valid and fake news from various
online sources in Indonesia. This process utilizes web scraping techniques, a method of retrieving data
from websites to obtain large volumes of datasets efficiently (Islam et al., 2022; Siak, 2022). The next
stage is a comprehensive data pre-processing, which aims to clean and prepare the data so that it is
ready for use in model training. All text is meticulously converted to lowercase, then unimportant words
such as stopwords in Indonesian (e.g., “di,” “yang,” and “hanya”), numbers, punctuation, and excess
spaces are removed. The purpose of this process is to minimize noise and optimize memory efficiency
in data processing. After the data is cleaned, it is divided into two groups: 75% is used as training data,
and the remaining 25% is used as testing data, considering the proportion of valid and fake news in a
balanced manner. Next, model training was conducted using four different classification algorithms:
Support Vector Machine (SVM), Random Forest, Long Short-Term Memory (LSTM), and Self-
Organizing Map (SOM). Each model was meticulously trained with the prepared training data and then
thoroughly tested with the test data. This training and testing process aims to compare the effectiveness
of each algorithm in detecting fake news (Muzakir & Suriani, 2023).

The final step is model evaluation, which is conducted using three primary metrics: Precision,
Recall, and F1-Score. Precision measures the accuracy of the model's optimistic predictions, Recall
indicates the extent to which the model successfully identifies all positive data, and F1-Score provides
an overall picture by calculating the harmonic mean of Precision and Recall (Ramadhan et al., 2022).
The results of this evaluation will show which algorithm is the most accurate in classifying valid and
fake news in Indonesia.

RESULTS AND DISCUSSION

Collecting Dataset
The dataset was collected from several reliable sources that provide both valid and fake news.
Table 1 below outlines the origins of the data used in this study:

Tabel 1. Dataset Sources

No Amount Source
1 100 Kaggle, Detik
2 10 Cek Fakta COM
3 10 Turn Back Hoax ID

The data obtained from the sources above were compiled into a single dataset, resulting in a
total of 120 records consisting of various types of news. All of this data was stored in a single file,
which served as the primary dataset for the model training and evaluation phases of fake news
detection. The use of data from diverse sources aims to provide a broader representation of both valid
and fake news characteristics in the Indonesian context, thereby enabling the developed model to
classify more accurately and contextually. This stage serves as a crucial foundation in the training
process, as the quality and diversity of the data significantly affect the final performance of the
classification model (Dirjen, 2017).

)

article_text classification

39 Format debat cawapres yang berbeda di Pemilu 2... 1
31 Mahkamah Agung (MA) menurunkan 3 hakim agung u... 1
82 Sekjen PDIP Hasto Kristiyanto menyinggung ada ... 1
90 Pemkab Majalengka berencana menyiapkan dana ca... 1
42 Masa jabatan Ahmed Zaki Iskandar sebagai Bupat... 1

Figure 2. Partial Dataset Contents

Figure 2 shows the contents of the dataset used in this study. The dataset consists of two
primary columns, namely the article text column and the news classification or label column. The article
text column contains the contents of the news to be analyzed, while the label column is used to mark the
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type of news, where label 1 indicates valid news, and 0 indicates fake or false news. This information
serves as the basis for the classification model training process, which distinguishes between true and
misleading news. To view the division of the data by labels in more detail, refer to Figure 3 below.

<Axes: xlabel="classification’, ylabel="count'>

count

dlassification

Figure 3. News Label Comparison

Figure 3 shows a graph of the data set's distribution based on news labels, specifically label 1
for valid news and label 0 for fake news. Based on the graph, it is evident that the number of valid news
data is 100, while the number of fake news is 20. This distribution shows an imbalance in the number
between the two categories, where valid news dominates the dataset. This imbalance needs to be
considered in the model training process because models trained on unbalanced data are at risk of
having a tendency (bias) towards the majority class. Therefore, the evaluation steps and selection of the
correct algorithm are crucial to ensure that classification performance remains optimal, especially in
detecting fake news, which is relatively rare.

Preparing Dataset

In the Preparing Dataset stage, the process involves cleaning the data of words that are not
important or do not have significant meaning in the analysis, such as conjunctions or common words
that often appear but do not contribute to the classification context. These words are known as
stopwords. In this study, the stopwords library from NLTK (Natural Language Toolkit) is used to
identify and remove these words from the article text in Figure 4 (Priadana & Murdiyanto, 2020). The
implementation of this stage is crucial because raw news texts typically contain numerous elements that
can impede the performance of the classification algorithm. By cleaning the data through this process,
the results obtained become more accurate because the model can focus on analyzing words that have
higher information weight. The primary objective of this stage is to generate cleaner and more relevant
data, thereby making the model training process more efficient and optimal (Priadana & Murdiyanto,
2020).

o def preprocess text(text data):
preprocessed_text = []

for sentence in tqdm(text_data):
sentence = re.sub(r'[*\w\s]’, *", sentence)
preprocessed_text.append(” '.join(token.lower()
for token in str(sentence).split()
if token not in stopwords.words('indonesian®)))

return preprocessed_text

[ | preprocessed review = preprocess text(merged data| article text'].values)
merged_data[ 'article_text'] = preprocessed_review

S5+ 1e0%| M| 120/120 [e0:e8<@0:00, 13.34it/s]

Figure 4. Stopwords Cleaning Process
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Figure 5 shows the word cloud generated after the data cleaning and tokenization process was
carried out. This word cloud illustrates the most frequently occurring words in the dataset, especially in
the valid news category.
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Figure 5. Valid News WordCloud

After the cleaning stage, including the removal of stopwords, numbers, and punctuation, as well
as the tokenization process, a visual representation of the remaining dominant words was obtained. For
the valid news category, the most prominent popular words include “Prabowo,” “Partai,” “Ketua,”
“Koalisi,” and so on. The appearance of these words reflects actual and relevant topics in the news that
are considered valid, especially those related to politics and government. This visualization not only
provides an overview of the dataset's contents but also helps in understanding the dominant context,
which can later strengthen the classification and model analysis process.
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Figure 6. Fake News WordCloud

Figure 6 displays a word cloud for the fake news category generated after completing the data
cleaning and tokenization process. This visualization represents the words that appear most frequently
in news articles classified as invalid or containing false information. According to the analysis results,
popular words that dominate this category include "Jokowi," "Presiden," "Pemilu," and "Gibran,"
among others. The emergence of these words indicates that topics often used to spread fake news are
related to political issues and public figures. This suggests that certain actors or groups frequently target
influential figures and political momentum as a means of disseminating disinformation. With this word
cloud, researchers can gain additional insight into the pattern of spreading fake news and the dominant
thematic context, which can then be used to improve the accuracy of classifying and detecting fake
news in machine learning models.

In the fake news category, the collection of popular words that often appear includes words
such as “Jokowi”, “president”, “election”, “Gibran”, and others. These words address sensitive topics
that are frequently the target of misinformation, particularly in the context of national politics. If all the

9% e
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words in the dataset, both from the valid and fake news categories, are combined and their frequency of
occurrence is calculated, a word distribution graph is obtained, as shown in Figure 7.

Bar Chart of Top Words Frequency
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Figure 7. Most Frequently Appearing Words

Based on the graph, it is known that the word that appears most often is the word "partai," with
a total of 170 occurrences, followed by the word "prabowo," which appears 158 times. This finding
reveals that terms related to politics dominate the news, including both valid and false information. This
indicates that political issues are a primary focus in the news content circulating and also a vulnerable
area for the spread of disinformation. By understanding this word distribution, researchers can identify
patterns and tendencies in news content that affect the accuracy and sensitivity of the fake news
detection model.

Separation of Training and Testing Data

The Separation of the Training and Testing Data stage is carried out to ensure that the dataset
can be used optimally in the training and evaluation process by the classification algorithm in the next
stage, as shown in Figure 8. This Separation aims to avoid overfitting, a condition in which the model
adjusts too much to the training data, resulting in decreased performance when tested with new data
(Fadhlullah & Surahman, 2022).

" from sklearn.model selection import train_test split
from sklearn.metrics import accuracy score
from sklearn.linear model import LogisticRegression

x_train, x test, y train, y test = train_test split(merged data['article text'],
merged data[ ‘classification’],
test_size:e.25ﬂ

Figure 8. Training and Testing Data Sharing

Data Model Training

The model training stage (Data Model Training) is carried out by applying four different
classification algorithms, namely Support Vector Machine (SVM), Random Forest, Long Short-Term
Memory (LSTM), and Self-Organizing Map (SOM). Each algorithm is trained using previously
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prepared training data to build a model that can accurately distinguish between valid and fake news (F.
Perez et al., 2021). The training results using the Support Vector Machine algorithm are presented in
Figure 9, which provides detailed information on the training evaluation. On the training set, SVM
showed perfect performance with the following values: Precision: 1.0, Recall: 1.0, F1-Score: 1.0. For
the test set, the results were: Precision: 0.8571428571428571, Recall: 1.0, F1-Score:
0.9230769230769231. This indicates that the model can classify all training data correctly without
error.

o from sklearn.svm import SVC

model = SVC(kernel = "linear', random state = @)
model.fit(x_train, y train)

# testing the model
print(accuracy score(y train, model.predict(x train)))
print(accuracy score(y test, model.predict(x test)) )|

[

1.0
0.8666666666666667

Figure 9. Support vector machine training results

Figure 10 shows the results of the model training evaluation using the Support Vector Machine
(SVM) algorithm, which demonstrates optimal performance on both the training data (training set) and
the testing data (test set). On the training data, the model achieves perfect evaluation results, with
Precision: 1.0, Recall: 1.0, and F1-Score: 1.0, indicating that all data can be classified correctly without
any errors. What is more interesting is that, according to the testing data, which typically shows a
decrease in performance because the model is tested on new data, SVM maintains perfect evaluation
values, with Precision: 1.0, Recall: 1.0, and F1-Score: 1.0.

'° from sklearn.ensemble import RandomForestClassifier

model = RandomForestClassifier(random_state=0)
model.fit(x train, y train)

# testing the model
print(accuracy score(y train, model.predict(x_train)))
print(accuracy score(y test, model.predict(x test)))

)

1.0
1.0
Figure 10. Support vector machine training results

Figure 11 shows the results of model training using one of the variants of the Recurrent Neural
Network (RNN), specifically the Long Short-Term Memory (LSTM) model. This model is specifically
designed to handle sequential data such as text, making it very suitable for use in news classification
tasks. On the training data (training set), the model produces the Following Results: Precision:
0.8289473684210527, Recall: 0.84, F1-Score: 0.8344370860927153. Test Set: Precision: 1.0, Recall:
0.9583333333333334, F1-Score: 0.9787234042553191.
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5% /usr/local/lib/python3.10/dist-packages/keras/src/layers/core/embedding.py:9@: UserWarning: Argument ~input_length®

warnings.warn(

Epoch 1/5

3/3 ———————— 85 329ms/step - accuracy: ©.6991 - loss: @.6852 - val accuracy: 1.0000 - val _loss: ©.6541
Epoch 2/5

3/3 =————————————— 1s 169ms/step - accuracy: 1.0000 - loss: ©.6319 - val accuracy: 1.0000 - val loss: 8.5691
Epoch 3/5

3/3 ——————— 15 178ms/step - accuracy: 1.0000 - loss: ©.5135 - val accuracy: 8.9667 - val _loss: ©.3564
Epoch 4/5

3/3 ——————— 1s 174ms/step - accuracy: 1.0800 - loss: ©.2490 - val_accuracy: 0.9667 - val_loss: 0.1205
Epoch 5/5

3/3 =———————————— 1s 241ms/step - accuracy: ©.9827 - loss: 0.0626 - val accuracy: ©.9667 - val _loss: ©8.8978
1/1 —————— @s 83ms/step - accuracy: ©.9667 - loss: ©.8978

Accuracy: 96.67

3/3 ——————— 2s 466ms/step

1/1 ————————— 0s 88ms/step

LSTM Training Set:

Precision: ©.8289473684210527
Recall: @.84

Fl-Score: ©.83443768660927153

LSTM Test Set:

Precision: 1.8

Recall: ©.9583333333333334
Fl-Score: ©.9787234842553191

Figure 11. LSTM Training Results

is deprecated.

Figure 12 shows the results of model training using one variant of the deep learning method,
specifically the Self-Organizing Map (SOM). SOM is an unsupervised artificial neural network that
effectively maps high-dimensional data into simpler representations. On the Training Set: Precision:
1.0, Recall: 1.0, F1-Score: 1.0. Test Set: Precision: 0.9230769230769231, Recall: 1.0, F1-Score: 0.96.

et e m g mmew wr e o

Tteration 19, loss = 0.00842996
Iteration 20, loss = ©.00036431
Tteration 21, loss = 0.00831582
Iteration 22, loss = ©.00027952
Iteration 23, loss = ©.00025201
Tteration 24, loss = 0.000823087
Iteration 25, loss = ©.00021442
Tteration 26, loss = 0.000820147
Iteration 27, loss = ©.00019116
Iteration 28, loss = 0.00018288
Iteration 29, loss = ©.00017614

Training loss did not improve more than tol=e.eee1e@ for 18 consecutive epochs. Stopping.
SOM Approximation (MLP) Training Accuracy: 1.8
SOM Approximation (MLP) Testing Accuracy: ©.9333333333333333

SOM Approximation (MLP) Training Set:
Precision: 1.0

Recall: 1.0

F1-Score: 1.9

SOM Approximation (MLP) Test Set:
Precision: ©.9230769230769231

Recall: 1.0
F1-Score: @.96

Figure 12. SOM Training Results

Model Evaluation

After the classification stage is completed using the four algorithms, a summary of the
classification evaluation results is obtained and presented in tabular form. Table 2 summarizes the
Precision, Recall, and Fl-score values of each algorithm to assess the model's performance in

identifying valid and fake news.

Tabel 2. Summary of Classification Results

. Score
No Algoritma Precission  Recall F-1
1 SVM 0.85 1.0 0.92
2 Random Forest 1.0 1.0 1.0
3 RNN - LSTM 1.0 0.95 0.97
4 Self Organizing Map 0.92 1.0 0.96
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Based on the results obtained, the Random Forest algorithm showed the best performance
among all the models tested. This advantage is due to Random Forest's ability to handle data that has
been converted into a numeric form (1 for valid news and 0 for fake news), which aligns with the
algorithm's characteristics. The decision-making process of many decision trees in Random Forest also
provides stability in producing accurate predictions. Meanwhile, the Support Vector Machine (SVM)
algorithm showed the lowest performance compared to other algorithms. This is due to the class
imbalance in the dataset, where the number of valid news items is significantly greater than that of that
of fake news. This imbalance makes it difficult for SVM to learn the characteristics of the minority
class (fake news), thus affecting the resulting precision and F1-Score values. SVM tends to provide
more optimal results if the data between these datasets is balanced. Selecting an algorithm that can
handle unbalanced data, such as Random Forest, is a more effective solution for automatically detecting
fake news.

The dataset used in this study was compiled from multiple reputable sources, ensuring a mix of
valid and fake news articles representative of the Indonesian context. However, the label distribution—
100 valid news items and only 20 fake news items—resulted in a clear class imbalance. This imbalance
posed a challenge for certain algorithms, particularly Support Vector Machine (SVM), which typically
performs better with balanced datasets. The presence of this imbalance highlights the importance of
either data augmentation techniques or algorithm selection strategies capable of handling skewed class
distributions to maintain optimal classification performance.

The data preprocessing stage, which involved removing stopwords, numbers, and punctuation,
successfully refined the dataset, allowing the classification models to focus on words with higher
information value. The resulting word clouds and frequency analysis revealed that political terms
dominated both valid and fake news categories. Words such as “Prabowo,” “Partai,” and “Ketua” were
more prevalent in valid news, while “Jokowi,” “Presiden,” and “Pemilu” appeared frequently in fake
news. This finding indicates that political narratives—particularly those related to key political figures
and election events—are central to the dissemination of both factual and misleading information. Such
patterns suggest that fake news detection models need to be particularly sensitive to political discourse,
which may involve subtle linguistic differences between fact and misinformation.

In the model training phase, four algorithms—SVM, Random Forest, Long Short-Term
Memory (LSTM), and Self-Organizing Map (SOM)—were tested to evaluate classification
performance. The results showed that Random Forest achieved perfect precision, recall, and F1-score,
outperforming the other models. This can be attributed to its ensemble-based decision-making process,
which mitigates overfitting and maintains robustness even with unbalanced datasets. LSTM, while
slightly lower in recall, demonstrated strong performance due to its capability in processing sequential
text data, making it a valuable approach for natural language tasks. SOM also performed well,
particularly in mapping high-dimensional text data into structured clusters.

Conversely, SVM recorded the lowest precision and F1-score, reflecting its sensitivity to class
imbalance and limited ability to capture minority class characteristics without additional balancing
strategies. This finding aligns with prior studies indicating that SVM may require preprocessing
methods such as Synthetic Minority Over-sampling Technique (SMOTE) or cost-sensitive learning to
improve performance in imbalanced datasets.

Overall, the results demonstrate that algorithm choice significantly affects fake news detection
outcomes, with Random Forest emerging as the most effective in this context. Nonetheless, the political
nature of both valid and fake news content suggests that future models should incorporate domain-
specific linguistic features and possibly sentiment or stance detection to further enhance accuracy.
Addressing dataset imbalance through resampling or adaptive weighting could also improve the
detection of minority class instances, thereby strengthening the system’s reliability in real-world
scenarios.

The dataset for this study was compiled from several credible sources, including Kaggle, Detik,
Cek Fakta, and Turn Back Hoax, ensuring a diverse representation of both valid and fake news within
the Indonesian context. However, the resulting label distribution—100 valid news items compared to
only 20 fake news items—indicates a significant class imbalance. This imbalance presents a challenge
for classification algorithms, as it can cause a model to bias toward the majority class and misclassify
minority class instances (He & Garcia, 2009). Consequently, without appropriate handling, such as
resampling or cost-sensitive learning, models may achieve high accuracy overall but perform poorly in
detecting fake news, which is the more critical and rarer category in this context.
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The preprocessing stage was designed to address the noise commonly found in raw text data,
such as stopwords, punctuation, and numerical elements. The use of the Natural Language Toolkit
(NLTK) stopwords library helped remove low-value terms that do not contribute meaningfully to
classification (Priadana & Murdiyanto, 2020). This cleaning process improved the dataset’s relevance
and allowed the models to focus on features with higher discriminative power. Visual analysis through
word clouds revealed that political terms dominated both categories. In valid news, words such as
“Prabowo,” “Partai,” and “Ketua” were frequent, while in fake news, terms like “Jokowi,” “Presiden,”
and “Pemilu” were more common. This confirms that political narratives, particularly those concerning
prominent figures and electoral events, are a central theme in both factual and misleading news in
Indonesia, echoing previous studies that highlight politics as a dominant domain for online
disinformation (Allcott & Gentzkow, 2017; Tandoc et al., 2018; Melinda et al., 2024; Julianti et al.,
2025).

In the model training phase, four algorithms—Support Vector Machine (SVM), Random Forest,
Long Short-Term Memory (LSTM), and Self-Organizing Map (SOM)—were applied. Random Forest
achieved the highest overall performance, obtaining perfect precision, recall, and F1-score on both
training and testing datasets. This superior performance can be attributed to the ensemble nature of
Random Forest, which combines multiple decision trees to reduce overfitting and improve
generalization, especially in handling high-dimensional and partially imbalanced data (Breiman, 2001;
Perdana et al., 2023; Zubair et al., 2025). LSTM also performed well, with strong recall and precision
values, benefiting from its ability to process sequential text and capture contextual dependencies in
news content (Hochreiter & Schmidhuber, 1997). SOM demonstrated competitive results, confirming
its effectiveness in mapping high-dimensional data into low-dimensional representations for pattern
recognition tasks (Kohonen, 2013).

Conversely, SVM recorded the lowest precision and Fl-score among the tested models,
primarily due to the dataset’s imbalance. Previous research has shown that SVM’s classification
boundaries can be heavily influenced by dominant classes, resulting in reduced performance for
minority class detection (Huang et al., 2016). Without balancing strategies such as the Synthetic
Minority Over-sampling Technique (SMOTE) or class weighting, SVM tends to underperform in such
contexts. This aligns with findings from Joachims (1998) that SVM models require careful feature
scaling and balanced data distributions to achieve optimal results in text classification.

These findings underline two main insights. First, algorithm selection is crucial for fake news
detection in imbalanced datasets, with ensemble-based methods like Random Forest providing more
stable and accurate outcomes. Second, the political bias in both valid and fake news underscores the
need for domain-specific feature engineering, including sentiment analysis, stance detection, and entity
recognition, to improve classification accuracy. Future research should also prioritize addressing class
imbalance through advanced resampling methods or adaptive cost functions, as suggested by Chawla et
al. (2002), to enhance the reliability of fake news detection systems in real-world applications.

This study offers a novel contribution by conducting a direct comparative evaluation of four
widely used classification algorithms—Support Vector Machine (SVM), Random Forest (RF), Long
Short-Term Memory (LSTM), and Self-Organizing Map (SOM)—on a single standardized Indonesian
news dataset with consistent preprocessing and evaluation criteria. Unlike prior research that often
evaluates algorithms in isolation or on disparate datasets (Reis et al., 2019; Pahlevi et al., 2023), this
study systematically assesses their performance under identical conditions, enabling a fair and reliable
comparison. The incorporation of both traditional machine learning and deep learning models in one
experimental framework provides a more comprehensive understanding of their strengths and
weaknesses in detecting fake news. Furthermore, the study integrates domain-specific contextual
analysis through word frequency and thematic mapping, revealing the dominance of political discourse
in both valid and fake news—a factor often overlooked in purely technical evaluations. The results
demonstrate that algorithm selection plays a critical role in achieving optimal fake news detection
performance in imbalanced datasets. Random Forest’s perfect precision, recall, and F1-score indicate
that ensemble-based models are particularly effective for handling skewed class distributions, making
them highly applicable for real-world scenarios where fake news is relatively rare (Breiman, 2001). The
dominance of political terms in both valid and fake news suggests that detection models should
incorporate domain-specific linguistic features, sentiment polarity, and stance analysis to distinguish
subtle narrative differences. In practice, these findings can guide government agencies, fact-checking
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organizations, and social media platforms in choosing and adapting detection algorithms for large-scale
deployment in the Indonesian context and potentially other politically sensitive environments.

The primary limitation of this study lies in the dataset size and imbalance—100 valid news
items versus 20 fake news items. Although Random Forest managed the imbalance well, other
algorithms, particularly SVM, were adversely affected. Additionally, the dataset is domain-specific to
Indonesian political news, which may limit the model’s generalizability to other topics or languages.
The study also focuses solely on textual features, excluding multimodal data such as images, videos, or
metadata, which could enhance detection accuracy in a broader fake news landscape (Shu et al., 2019).
Future research should address data imbalance through techniques such as Synthetic Minority Over-
sampling Technique (SMOTE), adaptive weighting, or data augmentation to improve minority class
detection (Chawla et al., 2002). Expanding the dataset to include non-political and multilingual content
would enhance generalizability. Additionally, integrating multimodal analysis and transformer-based
architectures (e.g., BERT, RoBERTa) could capture richer contextual representations and improve
classification accuracy. Collaboration with fact-checking organizations for real-time data collection
could also make detection models more adaptive to emerging misinformation patterns.

CONCLUSION

This study concludes that among the four evaluated algorithms, Random Forest is the most
effective for fake news detection in the Indonesian political news context, outperforming SVM, LSTM,
and SOM in terms of precision, recall, and F1-score. The ensemble-based approach of Random Forest
offers robustness against class imbalance and yields stable, high-accuracy results. However, the
persistent influence of political discourse in both valid and fake news content highlights the need for
domain-specific feature engineering to detect subtle differences between fact and misinformation.
While the findings provide clear guidance on algorithm selection, addressing dataset limitations and
incorporating advanced feature representations will be essential for building scalable, adaptable, and
context-aware fake news detection systems suitable for broader real-world application.
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