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its safety, usability, and potential short-term proximal intention shift
among Generation Z respondents. Using a two-phase, multi-method
design, Phase | conducted a model-centric expert evaluation of LLM-
generated recommendations across 20 standardized synthetic SKKS
profiles, assessing relevance, accuracy, completeness, clarity, and
safety. Phase Il implemented a single-session within-subject study (N =
104) that measured post-interaction user experience and pre—post
changes in security behavior intentions using an adapted Security
Behavior Intentions Scale (SeBIS). Expert results showed consistently
high ratings across dimensions (all means > 4.0/5) with no safety veto
triggers and strong inter-rater reliability (ICC[2,k] = 0.82-1.00). Users
reported positive experience (means = 3.84-3.96/5), sustained
engagement, and a significant increase in SeBIS total score (dz = 0.42),
with the largest gains in password-management intentions. Novelty lies
in embedding LLM-based, profile-driven consultation within a national-
scale awareness survey and validating it through both expert human
review and behavioral-intention measurement. Beyond cybersecurity,
this work contributes to the broader literature on Al-mediated
educational systems in safety-critical domains by demonstrating how
adaptive dialogue systems can operationalize assessment-to-action
loops and support scalable, human-centered personalization.
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INTRODUCTION

Cybersecurity incidents continue to escalate worldwide, and many successful attacks exploit
human factors rather than purely technical weaknesses. As a result, governments and organizations invest
in Information Security Awareness (ISA) programs to reduce risk. In Indonesia, the National Cyber and
Crypto Agency (BSSN) runs the “Survei Kesadaran Keamanan Siber” (SKKS) to benchmark
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cybersecurity awareness across demographic groups, operationalizing awareness along two dimensions:
technical cybersecurity and social cybersecurity. While the 2024 SKKS report shows moderate overall
awareness, it also highlights persistent gaps in everyday practices—77.89% of student respondents do not
change passwords regularly, and 50.06% are unaware of BSSN’s official cyber incident reporting service
(BSSN, 2025).

Prior work similarly finds uneven awareness and protective habits among young users. Studies
of Indonesian university students’ social-media use report variability in personal-data security awareness
and behavior, indicating that awareness does not reliably translate into consistent protection (Kurniawan
et al., 2023). Research on high school students also identifies awareness gaps, motivating more structured
and targeted interventions (Perkasa & Setiawan, 2024). More broadly, evidence from public
organizations, breach investigations, and discussions focused on Generation Z suggests that users may
acknowledge cybersecurity’s importance yet still fail to apply concrete procedures consistently (Abduel,
2024; Shari et al., 2023). This limitation is also reflected in SKKS: respondents typically receive a
numerical score or generic feedback that lacks the actionable specificity needed to prioritize and adopt
day-to-day security practices.

To explain why awareness may not become secure practice, The Knowledge—Attitude—Behavior
(KAB) model further suggests that awareness alone is insufficient to drive secure behavior without
addressing underlying attitudes (Ahmad et al., 2024; Alrababah et al., 2024). Accordingly, prior studies
have operationalized KAB constructs to evaluate ISA programs and interventions, including training-
focused evaluations and organizational assessments (Iskandar et al., 2026; Robbins & Robbins, 2025).
However, traditional training approaches, whether video-based or classroom-style, often fail to adapt to
individual proficiency levels, leading to engagement fatigue and suboptimal retention of secure habits
(Primmer et al., 2024; Rizal & Setiawan, 2024; Taherdoost, 2024). These limitations underscore the need
for adaptive, interactive approaches that can be tailored to individual risk profiles. Crucially, while the
KAB model provides a useful theoretical roadmap, traditional ‘one-size-fits-all’ training approaches
struggle to operationalize these constructs at the individual level (Li et al., 2023). This limitation
motivates the exploration of intelligent systems that can deliver personalized, context-aware guidance
aligned with users’ specific risk profiles.

Large Language Models (LLMs) offer a promising path to close this personalization gap. Surveys
on generative artificial intelligence (Al) for recommendation systems argue that LLMs can overcome
limitations of conventional recommenders by leveraging open-world knowledge to infer intent and
generate natural-language rationales (Manzoor et al., 2024). Comparative benchmarks indicate that LLM-
based agents can achieve competitive accuracy in advisory roles (Kim et al., 2023), and user studies
suggest that people often perceive LLM-generated suggestions as more meaningful and engaging than
traditional retrieval-based search results (Gessinger et al., 2025; Noh et al., 2025; Pandey & Sharma,
2023). These capabilities motivate the use of LLMs not merely to predict user preferences, but to
communicate contextualized cybersecurity advice in a personalized, conversational manner that directly
addresses a user’s specific SKKS profile.

However, deploying LLMs in safety-critical domains introduces serious evaluation challenges.
Automatic benchmarks and shallow preference judgments often fail to capture human notions of
usefulness, safety, and trust (Chang et al., 2024). Frameworks such as ConSiDERS (Elangovan et al.,
2024) and HumanELY (Awasthi et al., 2023), therefore emphasize multi-dimensional human evaluation
in realistic contexts, and risk-oriented work argues that evaluation should focus on human—Al interaction
patterns rather than models in isolation (Shelby et al., 2023). Building on these insights, an LLM-based
security advisor must be vetted not only for correctness, but also for safety, coherence, and alignment
with human-centered standards (Ayyagari, 2020; Tam et al., 2024).

Beyond output quality, we also assess potential behavioral impact using an adapted Security
Behavior Intentions Scale (SeBIS) (Egelman et al., 2016), contextualized for Indonesian Gen-Z while
retaining its four subscales: password generation, device securement, proactive awareness, and software
updating. SeBIS has been shown to correlate with real-world behaviors (Huang et al., 2023; Sawaya et
al., 2024). Recent studies have explored personalized security training using conventional educational
content (Schoni et al., 2025). While prior studies have explored personalized security training and Al-
assisted advisory systems, few have embedded an LLM-driven consultation layer directly within a
national-scale cybersecurity benchmarking instrument and evaluated it through a dual-layer framework
combining structured expert human review and pre—post behavioral-intention measurement. Rather than
positioning the LLM as a standalone tutor, this study conceptualizes it as an adaptive remediation layer
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tightly coupled with a national awareness infrastructure (SKKS), thereby transforming static assessment
outputs into immediate, profile-driven behavioral guidance.

This paper addresses these gaps by integrating an LLM-based consultation service into the SKKS
workflow. After completing SKKS, respondents complete a brief pre-intervention SeBIS questionnaire,
view their SKKS scores, and receive immediate personalized recommendations generated by the LLM.
We employ a dual-layer evaluation: (1) model-centric expert review using a HumanELY-style protocol,
and (2) a user study measuring perceived usefulness and pre—post changes in security behavior intentions
via SeBIS.

We pursue the following research questions: RQ1: How do domain experts assess the quality and
safety of personalized recommendations under HumanELY -style, multi-dimensional criteria? RQ2: How
do end-users perceive usefulness, clarity, and trustworthiness of the LLM-based consultation within the
SKKS workflow? RQ3: Does interaction with the consultation associated with statistically significant
pre—post differences in security behavior intentions, as measured by pre—post SeBIS?

Our contributions are threefold: (1) the design and deployment of an LLM-based consultation
service tightly coupled with SKKS; (2) a comprehensive evaluation protocol combining model-centric
expert review (HumanELY-style) with user-centric behavioral metrics (SeBIS pre—post); and (3)
empirical evidence of short-term pre—post intention differences following exposure to LLM-generated
advice, informing the design of trustworthy Al interventions for cybersecurity awareness.

This study used a two-phase, multi-method evaluation structured around three research questions
(RQ1-RQ3). Phase | addressed RQ1 through a model-centric expert assessment of LLM-generated
cybersecurity recommendations using standardized, SKKS-derived scenarios. Phase Il addressed RQ2
and RQ3 through a user-centric within-subject pre—post design that measured (i) post-interaction user
experience and (ii) changes in security behavior intentions following interaction with the same system
configuration. All Phase Il tasks were completed within a single session.

All participants provided informed consent prior to participation. Participant identifiers were
pseudonymized. The study did not collect credentials or other sensitive authentication data. Logged data
were limited to non-sensitive interaction metadata (timestamps, session duration, and number of follow-
up turns). Message content was processed transiently to operate the system and was not stored
persistently. The Phase 1l component should be interpreted as a quasi-experimental, single-session pilot
effectiveness study employing a within-subject pre—post design. While this structure enables detection of
short-term intention shifts under controlled exposure to a consistent intervention, it does not permit
definitive causal attribution. Accordingly, all findings regarding behavioral-intention improvement are
interpreted as associative evidence of short-term change rather than proof of long-term behavioral
transformation.

The LLM-based consultation module was implemented as a microservice integrated with the
SKKS platform via a RESTful API. For the purposes of this research, the integration was implemented
as a research prototype within a controlled evaluation environment aligned with the SKKS workflow,
rather than as an official modification of the production national SKKS system. Users interacted
exclusively with the SKKS frontend, while profiling, retrieval, prompt orchestration, and LLM inference
were performed in the backend. The SKKS Survey & Score component administered the official
questionnaire and computed an overall cybersecurity index together with dimension scores for technical
cybersecurity and social cybersecurity. These scores were forwarded to the consultation service, which
generated a structured profile summary, retrieved relevant regulatory and guidance context from a curated
knowledge base, applied safety guardrails, and orchestrated LLM calls. For the evaluation reported in this
paper, the LLM service used a RAG-enhanced architecture with a single instruction-tuned GPT-5 model
(OpenAl API; model snapshot: gpt-5-2025-08-07) as the sole generator of analyzed responses. Gemini
and Claude were integrated at the infrastructure layer as cold-standby alternatives but were not used in
Phase I or Phase Il. If the consultation module or LLM service was unavailable, the system fell back to a
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generic non-personalized advice page and recorded the failure for monitoring. The architecture and data
flow are illustrated in Figure 1.

SKKS Platform Consultation Module
(Frontend) (Microservice)
Scores &
Profile Profile Safe
SKKS Survey & Summary ‘ Construction ‘ Guardgils l LLM Service
Score » (Primary:
Component ‘ Knowledge ‘ Prompt F_b RAG-enhanced
< Retrieval Orchestration GPT Model)
Personalized A
Advice
Usezclgtaetr)face \ 4 Additional Providers
(Fallback: Gemini,
Curated Vector Database Claude)
(Knowledge Base)

If unavailable‘ Generic Advice Page
» (Fallback)

J

Figure 1. High-level architecture and data flow of the LLM-based consultation module

Upon completion of SKKS, item-level responses were aggregated into a compact JSON profile
containing the overall index, the two dimension scores, and flagged vulnerabilities (e.g., password
hygiene or phishing identification) derived from thresholds specified in SKKS scoring guidance. To limit
exposure of sensitive details and reduce token usage, only aggregated indicators were passed to the
consultation module rather than raw item responses.

The system prompt encoded (i) user context (scores, weaknesses, and segment markers such as
student or civil servant), (ii) policy constraints aligned with BSSN guidance and applicable regulations
(including directing incident reporting to official channels and avoiding advice that conflicts with core
security principles), and (iii) style constraints calibrated to the target segment. All prompts and responses
were generated in Bahasa Indonesia. For multi-turn dialogue, the prompt included recent turns and a
compact summary of earlier interaction to maintain continuity. The model was instructed to identify the
highest-risk weaknesses, prioritize recommendations accordingly, and provide short rationales with
actionable steps in user-friendly language.

To improve contextual grounding and reduce hallucination risk, the consultation module
employed Retrieval-Augmented Generation over an indexed corpus comprising the SKKS 2024 report,
relevant BSSN guidance, and applicable regulations. Documents were converted to plain text and
segmented using section-aware semantic chunking (target ~600-800 tokens with ~80-120 tokens
overlap) while preserving metadata. Chunks were embedded using an embedding model and stored in a
vector index; retrieval used hybrid search (BM25 + dense vectors) with top-k = 10 candidates, followed
by MMR diversification and cross-encoder reranking to produce top-n = 4-6 passages supplied as
grounding evidence. Source metadata were logged to support auditability, and the assistant was instructed
to avoid unverifiable claims and to acknowledge when evidence was insufficient. Generation settings
were held constant across sessions (temperature = 0.5; max_tokens = 512).

All interactions passed through a safety pipeline. Input filtering used rule-based checks to block
prompt-injection patterns, abusive content, and non-cybersecurity requests, and to detect and mask
obvious personally identifiable information (e.g., national identification numbers) before forwarding
content to the LLM. Output filtering applied heuristic and keyword-based rules to flag unsafe advice (e.g.,
“hack back” guidance or fabricated reporting channels); flagged outputs were blocked or replaced with a
generic safety message. A persistent disclaimer displayed in the interface and reiterated at session end
emphasized that the advisor was educational and not a substitute for legal, forensic, or law-enforcement
guidance. This defense-in-depth approach aligns with guidance on evaluating and deploying LLMs in
safety-critical settings (Chang et al., 2024; Weidinger et al., 2022).
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Phase | used purposive (criterion-based) sampling to recruit domain experts with at least five
years of experience in cybersecurity governance, policy, incident response, or cybersecurity research.
Experts were recruited through professional networks and assessed against inclusion criteria (years of
experience, current role relevance). This sampling approach was selected to ensure evaluators had
sufficient domain expertise to judge the safety and correctness of recommendations in a safety-critical
context.

Phase Il used non-probability convenience sampling with voluntary response (self-selection)
among SKKS respondents in the youth/student segment who reported regular internet use. Recruitment
was conducted through online dissemination channels associated with the SKKS program (e.g., SKKS-
related communities and announcements). Inclusion criteria were: (i) completion of SKKS, (ii) age within
the study’s youth/student segment, and (iii) completion of all study steps in one session (pre-test —
consultation — UX — post-test). Exclusion criteria were: (i) incomplete participation flow or (ii) failed
attention/validity checks (if applicable; otherwise omit). The final matched sample comprised N = 104
complete cases, as shown in Table 1, where “matched” denotes that each participant contributed both pre-
and post-intervention SeBIS responses. Because participation was voluntary and recruitment was online,
the Phase Il sample should be interpreted as reflective of a reachable SKKS youth/student subpopulation
rather than a probability sample of all Indonesian youth.

Table 1. Participant characteristics of the matched sample (N = 104)

Variable Category n %*
Gender Female 55 529
Male 49 47.1
Age Group 15-17 10 9.6
18-20 27 26
21-23 36 34.6
24-25 18 17.3
26-27 13 125
Education High school/Vocational 32 30.8
Diploma (D1-D3) 11 106
Bachelor (S1) 44 423
Master/Doctoral (S2/S3) 17 16.3
Self-Rated Knowledge Low / Very Low 35 337
Moderate 36 34.6
High / Very High 33 317
Internet Usage < 5 hours/day 34 327
5-8 hours/day 41 394
> 8 hours/day 29 279
Incident Experience **  No prior incidents 36 34.6
Phishing/fraud 27 26
Malware 17 16.3
Account hacking 16 154
Password leak 12 115

Others (Impersonation, Data leak, Cyberbullying) 15 14.4

* Percentages may not sum to exactly 100% due to rounding.
**Percentages exceed 100% cumulatively as respondents could select multiple incident types

For Phase I (expert evaluation), a standardized test set of synthetic SKKS profiles was constructed
using distributions reported in the 2024 SKKS report and internal scoring patterns. Profiles were designed
to cover variation in overall maturity, imbalance between technical and social scores, and specific
vulnerabilities (e.g., password hygiene, multi-factor authentication, device security, and incident
reporting). Overall maturity was stratified into low (<50), medium (50-75), and high (>75) SKKS index
bands. For each of 20 unique profiles, the system generated a single-turn consultation response using the
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same prompt template and generation settings as in deployment, producing a corpus focused on the quality
of initial advice. All responses were generated by the GPT-5 configuration described above; no fallback
models contributed to the evaluated corpus.

For Phase Il (user study), participants first completed the pre-intervention SeBIS questionnaire
before viewing their SKKS scores or receiving any Al output. Participants then viewed their SKKS results
and entered the chat-based consultation. The opening message summarized salient weaknesses and
provided three to five prioritized, actionable recommendations with brief rationales; participants could
then ask follow-up questions up to a maximum of eight user turns. After the consultation, participants
completed the post-intervention SeBIS and a post-interaction user-experience questionnaire. Only
participants who completed the entire flow were included in matched analyses (N = 104). Interaction
metadata were logged in pseudonymized form; message content was not stored.

Phase | used an expert rubric informed by human-evaluation frameworks for generative systems
and safety-critical deployment (Elangovan et al., 2024; Awasthi et al., 2023; Weidinger et al., 2022).
Three experts with at least five years of experience in cybersecurity governance, policy, or academic
research rated each response on a five-point Likert scale across Relevance, Accuracy, Completeness,
Clarity & Tone, and Safety & Ethics. Safety & Ethics was treated as a veto criterion: any response scored
<2 by any expert on this dimension was classified as potentially unsafe. Experts completed the evaluation
asynchronously via a secure web interface, were blinded to model identity and prompt details, and rated
scenarios in randomized order to reduce order effects. The rubric is summarized in Table 2, and an
illustrative input—output transformation is shown in Figure 2.

Phase Il used three instruments: a participant characteristics questionnaire (demographics,
internet usage, prior training, and incident experience), an adapted SeBIS-Extended scale (16 items; four
subscales; 1-5 Likert), and a post-interaction UX questionnaire (12 items; four constructs; 1-5 Likert).
Content validity (CVI) was assessed for the adapted SeBIS items via expert review, given its domain-
specific behavioral focus, while internal consistency (Cronbach’s alpha) was computed from SeBIS pre-
test data and from UX post-interaction data. Surveys were administered via Google Forms with
mandatory-response validation for SeBIS and UX items, resulting in no missing data for these measures
in the matched sample. The incident-history item was optional; blank responses were coded as no prior
incidents. To support transparency and replication, the instruments and rubrics are available in the project
repository (https://github.com/azureice10/skks). The UX instrument design was informed by prior work
on conversational recommender systems and trust in Al (Li et al., 2023; Manzoor et al., 2024).

“user_context": { ) Asisten Keamanan Siber (Al)
“segment”: “Mahasiswa”, " Halo! ¥ Terima kasih sudah menyelesaikan SKKS. Skor total kamu saat ini 52.5/100.
"dg‘mographicf":"{ " Ada hal menarik dari profilmu:
age_group”: “18-20",

", o

“internet_usage”: “> 8 hours/day”

« Secara teknis (Skor Teknis: 65), kamu sebenarnya cukup jago dan paham teknolo
« TAPI, kewaspadaan sosial kamu (Skor Sosial: 40) masih perlu perhatian ekstra.

Artinya: Kamu mungkin tahu cara ganti password, tapi masih berisiko tinggi kena tipu d

“skks_metrics":
e { hacker (phishing).

“overall_index": 52.5,
“maturity_level”: “Medium (Perlu Perbaikan
“dimensions”: {
“technical_competence”: 65.0,
“social_awareness”: 40.0

Yuk, kita tutup celah ini dengan 3 Aksi Prioritas yang paling pas buat kamu:

1. ™ Stop “Daur Ulang” Password (CRITICAL)
- Masalah: Sistem mendeteksi kebiasaan pakai password yang sama. Ini bahaya ba
buat orang yang aktif online >8 jam sehari kayak kamu.
- Aksi: Karena kamu pasti punya banyak akun, install Password Manager (seperti
Bitwarden atau Google Password Manager) hari ini juga. Biarkan alat itu yang mengi
password rumit buatmu.

2. /; Pertajam “Radar” Phishing (HIGH)
- Masalah: Hacker zaman now nggak “nge-hack” sistem, tapi “nge-hack” manusian
lewat chat/link palsu.
- Aksi: Terapkan prinsip “Pause & Verify". Kalau ada DM/Email mendesak minta kli
berhenti dulu 5 detik. Cek ulang pengirimnya. Jangan asal klik meski terlihat resmi.

3. Bx Simpan Kontak Darurat (MEDIUM)
- Masalah: Kamu terdeteksi belum tahu harus lapor ke mana kalau kena insiden.
- Aksi: Screenshot atau catat ini sekarang: Untuk insiden siber serius, kanal resmi
pelaporan adalah BSSN.

“flagged_vulnerabilities”: [
“CRITICAL: Password Hygiene < 40% (Re-ug
detected)”,
“HIGH: Phishing Identification (Social
Engineering) < 50%”,
“MEDIUM: Incident Reporting Awareness

_ (Unaware of BSSN channels)”

Dari 3 hal di atas, mana yang menurutmu paling sering kamu abaikan selama ini? &

(b)

Figure 2. Transformation of raw survey data into personalized remediation. (a) Respondent Synthetic
Profile (Input Data): A structured JSON-based profile aggregating the user's SKKS index, technical and
social dimension scores, and specific flagged vulnerabilities. (b) Recommendations from LLM (Output

Response): The corresponding conversational intervention generated via RAG-enhanced GPT model,
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featuring an empathetic tone, profile-driven rationales, and an actionable checklist tailored for the
respondent's risk profile.
Table 2. Expert evaluation rubric for LLM-generated cybersecurity recommendations

Dimension Description Scale anchor (1-5)

Relevance The extent to which the advice reflects and 1 = Generic or off-target; 5 = Highly
prioritizes the specific weaknesses and tailored to SKKS scores, user segment,
context of the user’s SKKS profile. and highest-risk weaknesses.

Accuracy The technical correctness of the advice and 1 = Technically incorrect or clearly

Completeness

its alignment with current security best
practices and BSSN-style guidance.
The degree to which the response provides
a sufficiently complete and actionable
solution to the user’s security issues.

misleading; 5 = Technically precise,
up-to-date, and reliable.

1 = Problem stated without usable
solution; 5 = Stepwise, comprehensive
plan with realistic alternatives.

Clarity & The readability, structure, and 1 = Confusing, jargon-heavy, or harsh;

Tone appropriateness of language and tone forthe 5 = Very clear, well-structured,
target demographic (e.g., students, civil empathetic, and easy to follow.
servants).

Safety & The absence of harmful, illegal, privacy- 1 = Unsafe/ethically unacceptable; 5 =

Ethics violating, or biased content, and alignment Highly responsible, reinforces safe

with ethical and policy constraints.

behavior and privacy.

The SeBIS items were adopted and adapted for Indonesian Gen-Z by contextualizing wording to
local digital practices while preserving the original constructs (device securement, password
generation/management, proactive awareness, updating). SeBIS is commonly reported as a 16-item scale
with four factors. Content validity was assessed through expert review using the Content Validity Index
(CVI) approach; scale-level CVI using the averaging approach (S-CVI/Ave) is a widely used method.
Minor wording refinements were applied based on expert feedback without changing the underlying
construct meaning.

Expert rubric (Phase 1). The rubric was constructed to capture both utility
(relevance/completeness/clarity) and risk (accuracy/safety), and Safety & Ethics was defined as a veto
dimension to reflect the higher consequence of unsafe advice in cybersecurity contexts. Reliability testing.
Internal consistency was assessed using Cronbach’s alpha for SeBIS (pre-test) and UX (post-test). Inter-
rater reliability for expert judgments was assessed via ICC using a two-way random-effects, absolute-
agreement model (ICC(2,k)), appropriate when raters are treated as a random sample and the goal is
agreement on the mean rating. Reliability was high for SeBIS total (a = 0.867) and all subscales (a =
0.857-0.931), and excellent for the UX instrument overall (o = 0.946) with good subscale consistency (o
=0.818-0.879) (Table 3).

Table 3 Reliability statistics (Cronbach’s alpha) for SeBIS (baseline) and UX constructs
Instrument / Construct ~ No. of Items Cronbach’s o Interpretation

SeBIS (Total) 16 0.867 High reliability
Device Security 4 0.857 Good

Password Management 4 0.931 Excellent

System Updates 4 0.901 Excellent

Proactive Awareness 4 0.887 Good

User Experience (Total) 12 0.946 Excellent reliability
Perceived Usefulness 3 0.879 Good

Ease of Understanding 3 0.824 Good

Personal Relevance 3 0.860 Good

Trust & Adoption 3 0.818 Good
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Expert ratings were summarized using descriptive statistics (mean, median, and SD) across
profiles and raters. Inter-rater reliability was evaluated using the Intraclass Correlation Coefficient with a
two-way random-effects model for absolute agreement, ICC(2,k). Consistent with prior practice, ICC
values >0.60 were interpreted as acceptable and >0.75 as good reliability. Safety & Ethics was analyzed
as a veto dimension by reporting the proportion of responses flagged as potentially unsafe (<2 by any
expert) and examining associated qualitative comments. For Phase Il, SeBIS subscale scores were
computed as the mean of their constituent items and the total score as the mean across all 16 items. All
items were measured using a five-point Likert scale. Participant-level change in security behavior
intentions was defined as: (1)

ASeBIS; = SeBIS!*™ — SeBISE™

Where SeBIS?™ represents the post-intervention total or subscale mean score and SeBIS}"™
represents the corresponding baseline score. Positive values indicate improvement in security behavior
intentions following interaction with the consultation module. Internal consistency reliability of the
adapted SeBIS instrument was assessed using Cronbach’s alpha. For each participant, composite indices
for perceived usefulness, clarity, relevance, and trust were obtained as the arithmetic mean of the items
belonging to the corresponding construct, and an overall user-experience index was computed as the mean
of all 12 items. Engagement indicators were derived from the interaction logs, including the number of
follow-up questions and the active session duration.

Analyses were conducted using Python (Pandas, SciPy, Statsmodels) for three reasons: (1) the
primary inferential questions in Phase Il involve within-subject pre—post mean differences (paired tests)
rather than latent-variable structural modeling; (2) Phase | requires inter-rater reliability and descriptive
summaries rather than SEM estimation; and (3) Python enables a fully scriptable, reproducible pipeline
aligned with transparent reporting and auditability. For these reasons, SEM-oriented tools such as
SmartPLS or AMOS were not required for the research questions addressed in this paper. Internal
consistency of the adapted SeBIS and user-experience scales was assessed using Cronbach’s alpha. For a
scale with ( k) items, item variances (o]?), and total-score variance (c% ) alpha is given by (2)

k
k—1 o2

All questionnaires were administered via Google Forms with mandatory-response validation
enabled for SeBIS and UX items, resulting in no missing data for these measures in the matched sample
(N = 104). The incident-history question was optional; blank responses were coded as “no prior
incidents.” SeBIS subscale scores were computed as the mean of their constituent items, and the total
score as the mean of all 16 items. Pre—post differences were tested using paired-samples t-tests for the
total score and each subscale. When pre—post difference scores deviated from normality (Shapiro—Wilk
p < .05), Wilcoxon signed-rank tests were used as a robustness check, and conclusions were compared
for convergence. UX outcomes were summarized descriptively (mean, SD, median) and reported
alongside Cronbach’s alpha. Within-subject effect sizes were reported as Cohen’s d,,, computed as d /s,
where d is the mean of paired differences and s, is the SD of paired differences.

To address RQ2, descriptive statistics were computed for all user-experience and engagement
metrics, and Pearson or Spearman correlation coefficients, depending on normality, were used to explore
associations between user-experience indices, engagement indicators, and (ASeBIS;). These correlational
analyses are exploratory and do not imply causal relationships. All hypothesis tests were two-tailed with
an initial significance level of (a = 0.05 ). Where multiple comparisons were conducted across the five
SeBIS outcomes (four subscales plus total), p-values were adjusted using the Holm procedure.

Across 20 standardized synthetic SKKS profiles, expert ratings were consistently high across all
five dimensions (Table 4). Safety & Ethics received the strongest scores (M = 4.75, SD = 0.44), and no
response triggered the safety veto criterion (< 2), indicating that the deployed guardrails were effective
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for the tested scenarios. Completeness was also rated highly (M =4.38, SD = 0.56; 96.7% of ratings > 4).
Inter-rater reliability indicated strong agreement (ICC[2,k] = 0.82-1.00), including Relevance and Clarity
& Tone (both ICC =0.91), supporting the consistency of expert judgments.

Table 4 Expert ratings of LLM-generated recommendations across five dimensions (observations)
Evaluation Dimension Mean (SD) Median % High Score (>4) 1CC(2,k)*

Safety & Ethics 4.75 (0.44) 5.0 100.0% 1.00
Completeness 4.38 (0.56) 4.0 96.7% 0.87
Relevance 4.07 (0.80) 4.0 71.7% 0.91
Clarity & Tone 4.07 (0.80) 4.0 71.7% 0.91
Accuracy 4.03 (0.76) 4.0 73.3% 0.82

ICC values interpreted as excellent agreement (>0.75). % High Score indicates the proportion of
ratings categorized as 'Good' or 'Very Good'.

User Experience (RQ2)

Participants reported positive post-interaction user experience across constructs (M = 3.84-3.96
on a 5-point scale; Table 5). Usefulness (M = 3.96) and Ease of Understanding (M = 3.95) were rated
highest, while Personal Relevance (M = 3.85) and Trust & Adoption (M = 3.84) were also favorable.
Engagement indicators suggested sustained interaction (mean session duration = 12.6 minutes; mean
follow-up turns = 4.2), with distributions shown in Figure 3.
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Figure 3. Engagement distribution metrics. (a) Distribution of session duration, showing
anaverage interaction time of approximately 12.6 minutes, indicating sustained user engagement with
the LLM-based consultation service. (b) Distribution of follow-up questions, with most participants
initiating 3-5 additional turns, reflecting active and iterative interaction rather than passive
information consumption.

Table 5 Descriptive statistics for User Experience (UX) constructs (N = 104).
UX Construct Mean SD Median Interpretation
Perceived Usefulness 3.96 0.82 4.0 High
Ease of Understanding 3.95 0.75 4.0 High
Personal Relevance 385 0.86 40 Positive
Trust & Adoption 384 0.77 4.0 Positive

Note: All items measured on a 5-point Likert scale (1=Strongly Disagree, 5=Strongly Agree).
Pre—Post Security Behavior Intentions (RQ3)

Paired-samples tests indicated a statistically significant pre—post increase in total SeBIS scores
observed after the consultation session (Mpre = 3.67, SD = 0.59; Mpost = 3.96, SD = 0.61), t(103) = 4.32,
p < .001, with a medium within-subject effect (dz = 0.42). Subscale analyses showed significant gains
across all dimensions, with the largest improvement in Password Management (dz = 0.51) and smaller
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gains for Device Security (dz = 0.23), consistent with a higher baseline and reduced headroom (Table 6).
Because difference scores deviated from normality, Wilcoxon signed-rank tests were used as robustness
checks and yielded convergent conclusions after Holm adjustment.

Table 6 Comparison of pre- and post-intervention SeBIS scores (N=104)

Construct Pre-test Mean Post-test Mean t(103) p Cohen’s dz,
(SD) (SD) *

Total SeBIS 3.67 (0.59) 3.96 (0.61) 432 <.001 0.42
Password 3.36 (1.06) 3.87 (0.80) 523 <.001 0.51
Management

System Updates 3.68 (0.93) 3.94 (0.84) 293 0.004 0.29
Proactive Awareness 3.75 (0.83) 3.98 (0.74) 2.61 0.010 0.26
Device Security 3.88 (0.77) 4.06 (0.64) 2.39 0.019 0.23

Note. dz) represents Cohen’s d for paired samples (0.20 = small, 0.50 = medium, 0.80 = large).
Associations Between UX/Engagement and ASeBIS (Exploratory)

Spearman correlations (two-tailed) indicated that ASeBIS (SeBIS post — SeBIS pre) was
positively associated with all UX constructs and overall UX (Figure 4). The strongest association was
Personal Relevance (r_s=0.457), followed by Overall UX (r_s=0.398) and session duration (r_s=0.384);
follow-up turns also correlated with ASeBIS (r _s=0.328). Profile variables showed no significant
associations with ASeBIS across gender, age group, education, field of study, daily internet use, prior
training source, self-rated knowledge, or incident experience (all p>.05); daily internet use showed a weak
non-significant trend (Kruskal-Wallis p=.074). These analyses are exploratory and do not imply
causality.

Session duration (min)
Follow-up turns
Overall UX

Trust & Adoption

Predictor

Personal Relevance
Ease of Understanding

Usefulness

0,000 0,100 0,200 0,300 0,400 0,500

Spearman Corelation (r_s)

Figure 4 Spearman correlations between UX/engagement indices and ASeBIS(n = 104)
From national benchmarking to “just-in-time” personalized remediation

Findings. Participants showed a statistically significant improvement in overall security behavior
intentions after the LLM-based consultation (SeBIS total: Mpre = 3.67 — Mpost = 3.96; dz = 0.42),
alongside consistently positive UX ratings (all constructs ~4/5). The improvement pattern was robust to
non-parametric re-testing (Wilcoxon), suggesting the finding is not driven by normality assumptions.

Interpretation & comparison. The magnitude and direction of this change are consistent with what
the ISA literature often reports for single-session interventions: immediate gains are frequently observed,
but durable transfer typically benefits from reinforcement and repeated practice rather than one-off
exposure (Primmer et al., 2024; Schoni et al., 2025). Importantly, positioning the observed effect within
the broader evidence base, a recent meta-analysis of end-user cybersecurity training reports a medium-
to-large overall impact (d = 0.75), with substantially larger effects on predictors of behavior (e.g.,
attitudes/knowledge; d ~ 1.02) than on behavior change itself (d = 0.36, often non-significant) (Prummer
et al., 2025). Because the present study measures behavior intentions (SeBIS) as a proximal outcome
rather than directly observed behaviors, an effect in the moderate range (dz = 0.42) is plausible and aligns
with the broader pattern that antecedents/precursors of secure behavior are more readily shifted than
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behavior itself. Within a Protection Motivation Theory (PMT) lens, this pattern is also expected:
awareness gains do not reliably translate into action unless the intervention strengthens coping appraisal
(response efficacy and self-efficacy) and lowers response costs (Khan et al., 2023). The LLM-based
consultation can be interpreted as an operational mechanism for coping appraisal because it converts
abstract assessment outputs into prioritized, concrete, low-friction actions that users can enact
immediately (Parsons et al., 2017).

Implications. Theoretically, these results provide applied evidence that coping appraisal can be
operationalized at scale through conversational personalization, suggesting a pathway by which national
awareness instruments can move beyond KAB-style “measurement of awareness” toward PMT-style
action enablement. Practically, this supports designing survey infrastructures as closed action loops—
assessment — weakness diagnosis — prioritized plan — verification checklist—while treating SeBIS
change as an immediate proximal outcome that can be complemented by retention follow-ups in later
phases. For a national system, the key design claim is not that “LLMs educate,” but that LLMs can reliably
translate abstract scores into actionable micro-interventions when motivation is at its peak.

Findings. Gains were not uniform: Password Management improved most (dz ~ 0.51), while
Device Security improved least (dz = 0.23) from a relatively high baseline (ceiling tendency). Proactive
Awareness and System Updates showed modest but significant gains. Interpretation & comparison. This
pattern aligns with a practical distinction between procedural behaviors (discrete steps that can be
“implemented” immediately) and situational vigilance (judgment under uncertainty). Password behaviors
are readily translated into concrete actions (e.g., enabling 2FA, adopting a password manager), whereas
proactive vigilance against phishing/social engineering requires recognition skill, exposure to diverse
examples, and corrective feedback—capabilities that are harder to cultivate in a brief, single-session
interaction (Jampen et al., 2020).

Evidence syntheses in usable security emphasize that phishing resistance is strongly method-
dependent and often benefits from practice-oriented designs (e.g., simulations, repeated exercises) and
feedback loops rather than one-off informational messaging (Hillman et al., 2023; Marshall et al., 2024).
Field evidence further suggests that awareness decays over time and that timed reminders/booster
interventions can be necessary to sustain recognition and reduce susceptibility, reinforcing the need for
reinforcement when the target is vigilance rather than procedural compliance (Reinheimer et al., 2020).
In contrast, the smaller Device Security gain is consistent with a limited headroom effect: when baseline
Likert ratings are already high, the measurable room for improvement is constrained even if the
intervention is helpful. Finally, psychometric work on smartphone security underscores that security
behavior intentions are multidimensional and context-sensitive, supporting the expectation that short
interventions may shift some dimensions (procedural/tool-adoption) more readily than others (contextual
detection and judgment) (Alanazi et al., 2022; Huang et al., 2023).

Implications. Theoretically, the subscale gradient suggests conversational micro-interventions
are most efficient for targets that can be proceduralized into short checklists and tool adoption, while
vigilance-related constructs likely require practice and reinforcement. Practically, to raise Proactive
Awareness within the SKKS+consultation workflow, the consultation layer can be augmented with (i)
micro-drills using personalized scam examples, (ii) simple heuristics (e.g., “pause—verify—report™), (iii)
short self-tests with immediate feedback, and (iv) booster prompts (spaced reminders) that re-activate
recognition skills over time—without requiring a full standalone training program (Hong & Furnell,
2021).

Findings. Personal Relevance correlated more strongly with improvement (rs =~ 0.46) than Ease
of Understanding (rs =~ 0.30), and engagement indicators suggested active use (multi-turn follow-ups rs =
0.33; sustained session duration rs = 0.38). Profile variables showed no statistically significant association
with ASeBIS (all p > .05), suggesting the short-term intention gains were not concentrated in a specific
subgroup within the sampled Gen-Z population.

Interpretation & comparison. This pattern suggests that comprehension is not the primary
bottleneck; rather, the key constraint is contextual fit—whether guidance maps onto users’ routines,
constraints, and threat exposures. This aligns with personalization arguments in security awareness that
effective messaging should reflect user differences and situational realities, not merely simplify language
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(Alotaibi et al., 2023; McCormac et al., 2017). In parallel, meta-analytic evidence on LLM persuasion
emphasizes substantial heterogeneity across contexts and indicates that implementation choices—such as
personalization and interactive (multi-turn) delivery—are plausible moderators of downstream impact,
even when individual moderators may not always reach significance in small evidence bases (H6lbling
et al., 2025). Taken together, the stronger relevance—gain association and the observed engagement
behavior are consistent with an interpretation that users benefit when they can iteratively clarify,
personalize, and “translate” advice into their own context during dialogue (Hillman et al., 2023).

Implications. For practice, the results motivate designing cybersecurity education around profile-
driven personalization plus interaction scaffolds, rather than further optimizing generic readability. LLMs
are increasingly positioned as enablers for this at scale because they can transform individual risk profiles
into tailored, actionable guidance and sustain interactive coaching that may improve engagement and
contextual fit compared with static advice (Sun et al., 2025; Xu et al., 2025). Concretely, the consultation
layer can be strengthened by (i) prompted follow-ups (suggested questions based on the user’s
weaknesses), (ii) teach-back checks (“What will you change first?”), (iii) micro-quizzes/self-tests tied to
the user’s risk profile, and (iv) action summarization (a short and prioritized checklist at exit). Finally,
these correlational findings should be framed as exploratory and mechanism-suggestive (not causal), but
they provide actionable design signals about where personalization is likely to matter most.

Findings. Users reported high Trust & Adoption intentions, while the expert panel rated Safety
& Ethics very highly and Accuracy slightly lower than the top dimensions. This combination is desirable
for uptake, but it raises a familiar risk in human—Al systems: trust can outpace correctness, especially
when outputs are fluent and confident.

Interpretation & comparison. This pattern is consistent with the broader literature that treats trust
as a multi-faceted and inconsistently operationalized construct—one that is often studied cross-sectionally
and can be difficult to calibrate over time (Ng & Zhang, 2025). In practice, higher trust can translate into
higher reliance behavior: experimental evidence shows that participants may follow Al advice even when
conflicting contextual information is available, with measurable costs from overreliance (Klingbeil et al.,
2024). For generative systems, the primary risk is not only overtly unsafe or malicious content, but also
plausible-yet-suboptimal guidance that is accepted because it “sounds right”—a failure mode explicitly
captured in LLM risk taxonomies (misleading information, downstream misuse, and overreliance) even
when content is not overtly unsafe. Research syntheses on appropriate reliance therefore argue that
product success depends on helping users accept correct outputs while rejecting incorrect ones, and that
calibration requires both interface design and policy/guardrail mechanisms rather than relying on user
skepticism alone (Passi et al., 2024). Importantly, transparency mechanisms are mixed: explanations can
reduce overreliance when they lower verification costs and support selective scrutiny (Vasconcelos et al.,
2023), yet misleading or low-quality explanations can create “halo” effects that increase incorrect
acceptance—or even teach users flawed reasoning patterns—despite correct recommendations (Cabitza
et al., 2024).

Findings. The study combined (i) model-centric expert ratings with strong agreement and (ii)
user-centric evidence of perceived usefulness and measurable pre—post improvement. Interpretation &
comparison. Human evaluation frameworks argue that single-score evaluations are insufficient because
LLM quality is multidimensional (relevance, correctness, clarity, safety) and context-dependent.
ConSiDERS explicitly frames human evaluation as multidisciplinary and warns against narrow metrics
that miss user experience and real-world constraints (Elangovan et al., 2024). HumanELY similarly
emphasizes structured, rubric-based human evaluation to make judgments more comparable and auditable
(Awasthi et al., 2023). The present results fit these recommendations by demonstrating that strong
safety/quality signals in expert review can coincide with high user trust and measurable behavioral-
intention change—supporting a more defensible “system works end-to-end” claim than model-only
evaluation (Es et al., 2024).

Theoretically, this study supports a socio-technical evaluation stance: LLM systems should be
judged by end-to-end human outcomes, not only textual quality. Practically, public-facing cybersecurity
deployments benefit from an evaluation stack that (i) gates deployment with expert safety/quality review,
and (ii) monitors user-side outcomes (relevance, trust calibration, and behavior intent change). This

Page | 909



Jurnal llmiah llmu Terapan Universitas Jambi

structure is defensible for safety-critical domains and provides a repeatable template for scaling Al-
assisted awareness programs.

It is important to clarify that the present study evaluates changes in security behavior intentions
rather than objectively verified security behaviors. Within behavioral security research, intention is
widely treated as a proximal predictor of behavior, yet it does not guarantee sustained real-world adoption.
The observed improvements therefore indicate enhanced motivational readiness and coping appraisal, but
future studies incorporating objective behavioral indicators (e.g., 2FA activation logs, phishing simulation
outcomes) are necessary to confirm durable behavior change.

This study employed a single-session within-subject pre—post design without a randomized
control group. Consequently, observed improvements in SeBIS intentions cannot be attributed
exclusively to the LLM-based consultation and may partly reflect testing effects or short-term
motivational boosts, a limitation commonly noted in ISA interventions (Primmer et al., 2025). Second,
outcomes relied on self-reported behavior intentions rather than objectively verified behaviors. While
SeBIS is a validated proximal indicator, intention does not always translate into sustained real-world
practice. Third, the evaluation captured only immediate post-intervention effects. Prior work on phishing
and vigilance training indicates that durable behavior change typically requires repeated practice and
reinforcement, suggesting that short-term gains may not persist without follow-up. Finally, the sample
reflects a specific demographic and national context (Gen Z users in Indonesia), which may limit
generalizability. The study also relied on a non-probability convenience sampling strategy, resulting in a
youth-heavy participant pool. While appropriate for an exploratory pilot within the national SKKS
context, this sampling approach may limit external validity across older populations or users with
substantially different digital literacy profiles. The combination of high user trust with nontrivial accuracy
variance also highlights a known sociotechnical risk: systems can appear safe yet still elicit overreliance
on confidently delivered but suboptimal advice (Weidinger et al., 2022), underscoring the need for
calibrated trust.

Because both user experience constructs and SeBIS scores were collected via self-report within
the same session, shared method variance and demand characteristics may partially inflate observed
correlations. Although the within-subject design reduces between-participant variability, future research
should incorporate objective behavioral measures, delayed follow-up assessments, or experimental
control conditions to better isolate causal mechanisms and reduce common-method bias. While the 20-
profile test set was designed to maximize structural variation across SKKS maturity bands and
vulnerability types, it does not exhaustively represent all possible edge cases or adversarial prompts.
Future work should incorporate adversarial robustness testing and injection-resistant evaluation scenarios

Future work should prioritize causal designs, such as randomized or A/B-controlled studies
comparing personalized interactive consultation, static advice, and assessment-only feedback, to isolate
the active components of effectiveness. Longitudinal studies are needed to assess retention and behavior
transfer, ideally incorporating objective behavioral indicators (e.g., 2FA adoption, phishing simulation
performance) rather than relying solely on self-report. Given the weaker gains in vigilance-related
constructs, future systems should embed micro-practice mechanisms—personalized examples, short
quizzes, and immediate feedback—to better support situational awareness. Finally, trust calibration and
appropriate reliance should be treated as primary outcomes alongside UX. Design experiments should
evaluate grounding cues, uncertainty signaling, and verification scaffolds, while accounting for mixed
evidence regarding explanations, which may either reduce or exacerbate overreliance depending on
context (Spitzer et al., 2025). Continuous expert evaluation and adversarial testing, as recommended by
human-centered evaluation frameworks, will be essential for scaling deployment in safety-critical public
systems.

This study integrated an LLM-based consultation service into the SKKS workflow to translate
national-scale awareness benchmarking into immediate, personalized remediation. Using a two-phase
evaluation, expert review indicated that the system produced high-quality recommendations with strong
safety performance and reliable agreement across raters, supporting initial feasibility for controlled
public-facing evaluation. In the user study, participants reported consistently positive experience and
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sustained engagement, and they showed a statistically significant pre—post improvement in security
behavior intentions as measured by SeBIS, with the largest gains in procedural domains such as password
management. Exploratory analyses further suggested that perceived personal relevance and interactive
engagement were positively associated with intention gains, highlighting personalization as a plausible
mechanism. Overall, the findings suggest that LLM-mediated, profile-driven consultation shows promise
as an adaptive remediation layer within national cybersecurity awareness infrastructures. While short-
term intention gains should not be conflated with verified long-term behavior change, the dual-layer
evaluation provides convergent evidence of safety, perceived usefulness, and measurable motivational
improvement. When combined with safety-by-design principles and ongoing human-centered evaluation,
such systems offer a scalable pathway for transforming benchmarking instruments into responsive
behavioral intervention ecosystems. Practically, the findings support embedding profile-driven, safety-
by-design consultation layers into public cybersecurity programs to deliver actionable guidance at scale.
While effects reflect short-term intention change rather than verified long-term behavior, the results
provide a defensible foundation for developing Al-assisted awareness systems that are both responsive
and responsibly governed.
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