Tekno-Pedagogi 16 (2) (2026)
ISSN: 2088-205X | E-ISSN: 2715-7415

Tekno-Pedagogi : Jurnal Teknologi Pendidikan

https://online-journal.unja.ac.id/pedagogi TE

https://doi.org/10.22437/teknopedadogi.v16i2.53934

Effectiveness and Pedagogical Approaches in Technology-Enhanced Internet Ethics Education
for Elementary Students: A Systematic Review

Fatimatus Zahroh?, Budi Purwoko?, Fiena Saadatul Ummah?®
L23Universitas Negeri Surabaya, Surabaya, Indonesia

Corresponding author email: budipurwoko@unesa.ac.id

Info Article Abstract

Received: 13 March 2026 This systematic review examines technology-enhanced pedagogical
Revised: 20 March 2026 approaches in internet ethics education and their effectiveness in
Accepted: 22 Oct 2025 promoting safe online behavior among elementary school students
Online Version: 29 Mar 2026 within the context of increasing digitalization in education. Following

the PRISMA guidelines, 15 peer-reviewed studies published between
2020 and 2025 were systematically identified, selected, and analyzed.
The review focuses on various instructional strategies supported by
digital technologies, including digital game-based learning, interactive
learning programs, privacy literacy training, and collaborative school—
parent interventions. The findings indicate that technology-mediated
pedagogical approaches positively contribute to students’ digital
literacy, ethical awareness, and self-efficacy in navigating online
environments. In particular, game-based and interactive digital learning
environments demonstrate strong potential in enhancing student
engagement and facilitating the understanding of abstract ethical
concepts. However, the review also reveals a persistent gap between
knowledge acquisition and actual behavioral change. In addition, several
methodological limitations were identified, including small sample
sizes, short intervention durations, and limited cross-cultural
generalizability. The results suggest that the effectiveness of internet
ethics education depends largely on how digital technologies are
meaningfully integrated into pedagogical design rather than used merely
as instructional tools. A hybrid instructional approach that combines
technology-enhanced learning with offline reinforcement and multi-
stakeholder collaboration appears to offer more sustainable outcomes.
This study contributes to the field of technology-enhanced pedagogy by
synthesizing current evidence on the role of digital tools in shaping
ethical learning and safe online behavior among young learners, while
also identifying directions for future research.
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INTRODUCTION

The rapid development of digital technology has fundamentally changed the childhood
experience, with primary school students now being exposed to online environments at an increasingly
young age. Research shows that children as young as six are actively engaging with digital platforms,
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social media, and online learning environments, often without an adequate understanding of digital
risks and ethical considerations (Purnama et al., 2021). This widespread and early digital exposure
has raised pressing concerns about online safety, privacy protection, and ethical behavior in the digital
space. The COVID-19 pandemic has further accelerated this trend, as distance learning necessitates
widespread internet use among elementary school students, heightening the need for comprehensive
digital ethics education. Contemporary studies reveal that elementary school students face a variety
of online risks, including cyberbullying, privacy violations, exposure to inappropriate content, and
concerns about digital footprints, which can have long-term impacts on their development and well-
being (Martin et al., 2023). The critical developmental stage of primary education presents challenges
and opportunities to build fundamental digital ethics competencies that will guide students throughout
their lives.

Digital ethics education encompasses more than just technical skills; it involves developing
moral reasoning, empathy, responsibility, and critical thinking in online contexts. Recent pedagogical
research emphasizes that effective digital citizenship education must address not only the "how" of
technology use but also the "why" and "what" of ethical behavior online (O'Reilly et al., 2024).
Elementary school students are highly receptive to ethical guidance during this formative period,
making it an optimal time for intervention and education. Studies show that children who receive
structured digital ethics instruction demonstrate improved decision-making skills in online situations,
increased awareness of privacy risks, and a greater likelihood of engaging in prosocial online
behavior. Integrating internet ethics into the elementary school curriculum is a preventative approach
that can reduce future online risks while promoting positive digital citizenship. Despite the growing
body of research on digital ethics education, evidence regarding which pedagogical approaches are
most effective for elementary students remains fragmented and methodologically diverse.

The theoretical foundations for digital ethics education in elementary schools draw from a
variety of disciplinary perspectives, including developmental psychology, moral education, media
literacy, and digital citizenship frameworks. Researchers argue that elementary school students need
age-appropriate and gradual learning experiences that build understanding of increasingly complex
digital ethics concepts (Livingstone et al., 2023; Tarofil et al., 2024). Contemporary approaches
emphasize experiential learning, interactive methods, and collaborative engagement over traditional
didactic instruction. Digital game-based learning (DGBL) has emerged as a particularly promising
pedagogical strategy, capitalizing on children's natural attraction to play while embedding ethical
lessons within engaging digital experiences. Furthermore, the digital ethics of care framework
proposes that empathy, responsibility, and respect should be core values guiding elementary school
students' online interactions. This theoretical perspective recognizes that digital ethics education must
address cognitive, emotional, and behavioral dimensions simultaneously to achieve a meaningful and
lasting impact on children's online safety practices.

The implementation of digital ethics education in elementary schools faces many practical
challenges, including limited teacher training, inadequate curricular resources, varying levels of
parental involvement, and inconsistent policy frameworks. Teachers reported concerns about their
own preparedness to address complex digital safety issues, particularly regarding new technologies
and evolving online threats (Martin et al., 2023). The rapid pace of technological change means that
educational interventions can quickly become outdated, necessitating continuous updating and
adaptation of curricula and teaching materials. Furthermore, cultural and socioeconomic factors
influence children's digital access patterns and the implementation of standardized ethics education
programs. Schools must navigate the tension between protecting children from online risks and
promoting the digital competencies and autonomy necessary for 21st-century learning. Research
shows that successful implementation requires a systemic approach involving coordinated efforts
among educators, families, technology developers, policymakers, and community stakeholders to
create a comprehensive support system for elementary school students' digital development.

Recent research on digital ethics education reveals a variety of intervention approaches,
assessment methodologies, and outcome measures. Experimental studies have evaluated specific
programs such as "Be Internet Awesome," educational games like "Bedipoli," thematic storytelling,
comic-based instruction, and integrated social studies curricula focused on digital citizenship (Jones
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et al., 2024; Novianti et al., 2025). These interventions vary widely in theoretical orientation, target
competencies, delivery format, and intensity. Quantitative research using randomized controlled trials,
quasi-experimental designs, and survey methodologies has provided evidence of increased
knowledge, behavioral changes, and attitudinal shifts resulting from digital ethics interventions.
Qualitative studies offer deeper insights into student experiences, teacher perspectives, and contextual
factors influencing program effectiveness. However, methodological limitations, including small
sample sizes, short follow-up periods, and the lack of standardized assessment instruments, limit the
ability to draw definitive conclusions about best practices in digital ethics education for elementary
school students.

Synthesizing existing research through a systematic review methodology provides a valuable
opportunity to identify patterns, gaps, and future directions in the field of digital ethics education for
elementary schools. By comprehensively analyzing available evidence on the effectiveness of
interventions, pedagogical approaches, and implementation factors, this review aims to inform
evidence-based practice and policy decisions. The findings have significant implications for
curriculum development, teacher professional development, parent education programs, and policy
frameworks governing digital citizenship education (Kanishevska & Lesyk, 2023). As digital
technologies continue to evolve and impact all aspects of children's lives, the need to build robust,
effective, and scalable digital ethics education systems becomes increasingly important. This
systematic review contributes to this important goal by synthesizing current knowledge, evaluating
the effectiveness of interventions, and proposing recommendations to advance the field of internet
ethics education in elementary schools.

Despite the growing body of research on digital ethics and online safety education, existing
studies remain fragmented in explaining how technology-enhanced pedagogical approaches are
systematically designed and implemented in elementary education contexts. Maost prior research
focuses on outcomes such as digital literacy or risk reduction, while providing limited synthesis of
how digital technologies function as integral components of instructional design to support ethical
learning. Furthermore, there is a lack of comprehensive reviews that examine the interplay between
pedagogical strategies and technology integration in shaping students’ safe online behaviour.
Therefore, this study aims to systematically examine and synthesize existing research on the
effectiveness and pedagogical approaches in technology-enhanced internet ethics education for
elementary school students. Specifically, the review seeks to identify the types of technology-
enhanced instructional strategies employed, evaluate their contributions to students’ digital literacy,
ethical awareness, and safe online behavior, and analyze how digital technologies are integrated within
pedagogical design to support meaningful learning outcomes. In addition, this study aims to highlight
current research gaps and provide evidence-based insights to inform the development of effective
technology-enhanced pedagogical practices in digital ethics education at the elementary level. This
study also seeks to contribute to the growing field of technology education by positioning digital ethics
learning within a technology-enhanced pedagogical framework.

RESEARCH METHODS

Research Design

This study employed a systematic review design to examine and synthesize existing research
on technology-enhanced internet ethics education for elementary school students. The review
followed the guidelines of the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
to ensure transparency, rigor, and replicability in the identification, selection, and analysis of relevant
studies. This design was considered appropriate as it allows for a comprehensive synthesis of
empirical evidence regarding the effectiveness and pedagogical approaches used in digital ethics
education within technology-mediated learning environments.
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Research Subject

The subjects of this study were peer-reviewed research articles focusing on internet ethics
education, digital citizenship, and online safety interventions for elementary school students. A total
of 15 studies published between 2020 and 2025 were included in the final analysis. These studies
represented diverse geographical contexts and employed various research designs, including
experimental, quasi-experimental, qualitative, and review-based approaches.

Research Procedure

The research procedure consisted of several systematic stages. First, a comprehensive
literature search was conducted across multiple academic databases, including ERIC, PsycINFO, Web
of Science, Scopus, and Google Scholar, using combinations of keywords such as “digital ethics,”
“internet safety,” “elementary school,” “online behavior,” “digital citizenship,” and “cyberbullying
prevention.”
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Records identified from databases: Additional records identified through:
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« PsycINFO |: = manual review
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Figure 1. Stages of Research Procedure
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Second, the search results were screened based on predefined inclusion and exclusion criteria.
Studies were included if they: (1) focused on elementary school students; (2) examined internet ethics,
digital safety, or related behavioral interventions; (3) employed empirical or review-based
methodologies; (4) reported measurable outcomes related to knowledge, attitudes, or behavior; and
(5) were published in English. Studies were excluded if they focused on non-elementary populations,

lacked empirical evidence, or did not address ethical dimensions of online behavior.

Third, the screening process was conducted by two independent reviewers through title and
abstract evaluation, followed by full-text assessment. Any discrepancies were resolved through
discussion to reach consensus. The overall selection process is illustrated in Figure 1. Finally, the
selected studies were analyzed using a thematic synthesis approach to identify patterns related to

pedagogical strategies, technology integration, and learning outcomes.
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Figure 2. PRISMA Model
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Instruments and Data Collection Techniques

Data collection was conducted using a structured data extraction framework designed to
systematically capture key information from each selected study. The extracted data included
publication details (authors, year, and country), research design, sample characteristics, type and
duration of intervention, pedagogical approach, use of digital technology, targeted outcomes,
measurement instruments, key findings, strengths, and limitations.

The collected data were then organized and synthesized narratively to identify recurring themes
and patterns across studies, particularly focusing on technology-enhanced pedagogical approaches and
their effectiveness in supporting safe online behavior. The summary of study characteristics is presented
in Table 1.

Table 1. Characteristics of included studies on internet ethics education for elementary school students

Study Country Research Sample Size Type of Key Findings
Design Intervention
Zheng et al. China Quasi- 120 students Digital game- Improved digital
(2024) experimental based learning ethics literacy,
intervention learning
motivation, and
student engagement
Martin et al. United Qualitative 24 teachers Teacher Identified concerns,
(2023) States interview perspectives on instructional
digital safety practices, and
practices monitoring
strategies
Jones et al. United Randomized 1,067 students  “Be Internet Increased
(2024) States  controlled trial Awesome” knowledge, self-
curriculum efficacy, and
privacy-related
behaviors
Novianti etal. Indonesia Pre-test-post- 48 students  Educational game Improved
(2025) test design “Bedipoli” understanding of
digital ethics
Shyshak etal. Ukraine  Experimental Not specified Story-based, Development of
(2024) comic-based, and safe online
game-based behavior
learning
Kamalia et al. Indonesia Training 60 students Social media Increased ethical
(2025) evaluation education awareness and data
program security

understanding
O'Reillyetal. England Qualitative 88 children  Digital ethics of Enhanced empathy,
(2024) participatory care framework  responsibility, and
study respect in online
interactions
Purnamaetal. Indonesia Cross-sectional 300 students  Digital literacy  Reduced exposure

(2021) survey assessment to online risks
Marsini (2025) Indonesia Literature Not available Integration into Conceptual
review social studies development of
curriculum digital ethics

pedagogy
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Study Country Research Sample Size Type of Key Findings
Design Intervention
Evangelio et Spain Systematic 43 articles Cyberbullying Demonstrated
al. (2022) review prevention overall program
programs effectiveness
Desimpelaere  Belgium  Experimental 270 children  Privacy literacy  Improved privacy
et al. (2020) (two online training understanding and
studies) information
disclosure behavior
Finkelhor etal.  United Program Various Internet safety  Identified effective
(2021) States review programs education integrated
programs approaches
Polanin et al. United  Meta-analysis 50 studies Cyberbullying Reduced
(2022) States (45,371 intervention perpetration and
participants) programs victimization rates
Soler-Costaet  Spain Systematic Various Online etiquette Developed
al. (2021) review studies education theoretical
frameworks and
measurement
approaches
Livingstone et  England Evidence 34 studies Digital skills Identified
al. (2023) review education relationships

between digital
opportunities and
risks

RESULTS AND DISCUSSION

A systematic review of 15 studies revealed substantial evidence supporting the effectiveness
of internet ethics education in shaping safe online behavior among elementary school students,
although with significant variation across intervention types, implementation contexts, and outcome
measures. Digital game-based learning (DGBL) emerged as a highly effective pedagogical approach,
with Zheng et al. (2024) which showed significant improvements in digital etiquette literacy, learning
motivation, and student engagement compared to conventional teaching methods. The study found
that elementary school students who participated in the DGBL intervention showed measurable
improvements in understanding appropriate online communication, recognizing digital risks, and
applying ethical reasoning to online scenarios. Novianti et al. (2025) strengthen this through their
evaluation of the educational monopoly game "Bedipoli" in Indonesia, which reported significant
improvements in digital ethics understanding among participating students, both pre- and post-test.
This game-based approach capitalizes on elementary school students' developmental preferences for
interactive and engaging learning experiences, while embedding ethical concepts in contextually
relevant digital scenarios. Evidence suggests that gamification strategies can effectively transform
abstract ethical principles into concrete and memorable learning experiences that resonate with young
learners. However, both studies acknowledge limitations, including relatively small sample sizes and
implementation in only one school, raising questions about generalizability across educational
contexts.

Privacy literacy training is another intervention domain that has shown promising results in
protecting elementary school students from online risks. Desimpelaere et al. (2020) conducted two
online experiments with children aged 9-13 and found that targeted privacy education significantly
improved participants’ understanding of privacy concepts and reduced their willingness to share
personal information online. The training included age-appropriate explanations of data collection
practices, the potential consequences of oversharing, and strategies for protecting personal
information in digital environments. Participants demonstrated an improved ability to identify privacy
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risks in common online scenarios and demonstrated improved critical evaluation of information
requests from websites and apps. Kamalia et al. (2025) reported complementary findings from their
social media education program in Indonesia, with 85% of participating students demonstrating
increased knowledge of digital ethics and 80% demonstrating greater caution in sharing personal data
after the intervention. This privacy-focused intervention addresses a critical vulnerability in
elementary school students' online experiences, as research consistently shows that young children
are often unaware of how their digital information can be collected, used, and potentially misused by
third parties. Comprehensive digital citizenship programs that combine multiple components show
mixed but generally positive results across multiple outcome domains. Jones et al. (2024) conducted
a cluster-randomized controlled trial evaluating the "Be Internet Awesome™ curriculum with over
1,000 elementary school students in grades 4-6, finding significant improvements in digital safety
knowledge and self-efficacy, but no significant impact on privacy behaviors or reductions in
cyberbullying. The curriculum covered topics including online sharing, phishing awareness, safe
communication, and combating cyberbullying through interactive lessons, videos, and accompanying
online games. Although students demonstrated increased confidence in their ability to safely navigate
online situations and demonstrated increased declarative knowledge of digital safety principles, these
cognitive improvements did not consistently translate into observable behavioral changes. These
findings highlight a critical challenge in digital ethics education: bridging the gap between knowledge
acquisition and behavioral implementation. The researchers suggest that a single-semester
intervention may not be sufficient to build lasting behavioral change and recommend a sustained,
multi-year approach integrated across the elementary school curriculum.

Teachers' perspectives and concerns provide important contextual insights into the
implementation of digital ethics education. Martin et al. (2023) In-depth interviews with elementary
school teachers revealed widespread concerns about cyberbullying, privacy violations, and students'’
digital footprints. Teachers reported that effective digital safety education requires a combination of
proactive teaching with active monitoring and responsive intervention when problems arise. Many
teachers reported feeling underprepared to address complex digital ethics issues despite recognizing
their importance, indicating the need for increased professional development opportunities. (Mishna
et al., 2009). Teachers identified several barriers to effective implementation, including limited
instructional time, conflicting curriculum demands, varying levels of parental support and technology
access among students, and rapidly changing digital platforms that outstrip educational resources.
However, teachers who received specialized training and had access to quality curriculum materials
reported greater confidence and effectiveness in addressing digital ethics topics. This qualitative
evidence underscores that the success of digital ethics education depends not only on well-designed
interventions but also on adequate support systems for educators implementing these programs.

Collaborative approaches involving multiple stakeholders have shown increased effectiveness
compared to isolated school-based interventions. Purnama et al. (2021) A survey of 300 elementary
school students in Indonesia found that digital literacy combined with parental mediation significantly
reduced children's exposure to online risks. The study used structural equation modelling to examine
the relationships between digital literacy, parental involvement, self-control, and online risk behavior,
revealing that both direct and indirect pathways contributed to risk reduction. Students whose parents
actively engaged in discussions about internet use, set appropriate limits, and modelled responsible
digital behavior showed significantly lower rates of encountering problematic online content,
disclosing personal information, and experiencing cyberbullying. Kanishevska & Lesyk (2023)
emphasize that effectively developing safe digital behaviors requires a coordinated effort between
teachers, parents, and government agencies to create a comprehensive support system. Their analysis
identifies the need for a systemic approach that addresses individual competencies, family practices,
school policies, and broader societal norms related to digital citizenship. This multilevel perspective
recognizes that elementary school students' online safety cannot be ensured through education alone,
but requires an ecological approach that addresses the various spheres of influence in children's lives.

Research on cyberbullying prevention interventions provides additional insights into effective
strategies for promoting ethical behavior in cyberspace. Evangelio et al. (2022) conducted a systematic
review of 43 studies on cyberbullying prevention programs for elementary and middle school students
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and concluded that effective programs incorporate collaboration between teachers, parents, and school
psychologists. Successful interventions combine awareness-raising, skill-building, peer support
mechanisms, and clear reporting protocols to create a comprehensive prevention system. Polanin et
al. (2022) A meta-analysis of 50 cyberbullying intervention studies involving over 45,000 participants
found significant reductions in both perpetration and victimization across programs. However, the
meta-analysis revealed considerable heterogeneity in effect sizes, with program effectiveness varying
based on intervention intensity, theoretical foundation, implementation fidelity, and cultural context.
Programs that explicitly addressed the ethical dimensions of online interactions, fostered empathy and
perspective-taking, and provided opportunities for students to practice intervention skills as
bystanders demonstrated stronger effects than programs that primarily focused on awareness or rules-
based approaches.

Innovative pedagogical approaches that incorporate creative media and arts-based methods
demonstrate potential for engaging elementary school students in digital ethics learning. Shyshak et
al. (2024) demonstrated that thematic stories, comics, and interactive games effectively shaped safe
online behavior patterns among elementary school students in Ukraine. This creative approach
leveraged narrative engagement and visual storytelling to make abstract ethical concepts more
accessible and memorable to young learners. The study found that students exposed to the story-based
intervention demonstrated improved abilities to recognize potentially dangerous online situations and
identify appropriate responses. O'Reilly et al. (2024) developed and evaluated a "digital ethics of care"
framework in primary schools in England, using participatory methods that positioned children as co-
researchers and co-interviewers. This approach empowered students to explore digital ethics issues
through peer dialogue and collaborative inquiry, resulting in an increased understanding of empathy,
responsibility, and respect in online contexts. This participatory methodology recognized primary
school students as active agents capable of meaningfully engaging with complex ethical questions,
rather than passive recipients of rules dictated by adults.

The integration of digital ethics into existing curriculum areas presents opportunities for
sustained and contextualized learning. Marsini (2025) analyzes the potential for transforming social
studies education to foster digital ethics in elementary schools, arguing that social studies provide a
natural opportunity to discuss citizenship, responsibility, and ethical decision-making in digital
contexts. The proposed integration would embed discussions of digital ethics within units on
community, governance, rights and responsibilities, and contemporary social issues, making these
topics more relevant and meaningful to students. This curricular integration approach addresses
concerns about already crowded elementary school schedules by incorporating digital ethics into
existing content areas rather than adding a separate subject. However, this integration strategy requires
teachers to have content expertise in their subject areas and a sufficient understanding of digital ethics
issues, highlighting the importance of comprehensive teacher professional development.

The findings of this systematic review indicate that internet ethics education plays a
significant and diverse role in shaping safe online behavior among elementary school students, while
also revealing significant complexities in implementation and achievement of outcomes. The evidence
supporting digital game-based learning as an effective pedagogical approach aligns with
contemporary theories of engaged learning and developmental psychology, which emphasize that
elementary school-aged children learn most effectively through interactive activities and experiences
that connect abstract concepts to concrete situations (Zheng et al.., 2024). The success of the DGBL
intervention reflects the fundamental principles of motivation and engagement, as games provide
immediate feedback, progressive levels of challenge, and intrinsic rewards that sustain children's
attention and effort. However, the effectiveness of a game-based approach relies heavily on thoughtful
instructional design that balances entertainment value with educational objectives, ensuring that
ethical lessons are central to, and not merely peripheral to, the gaming experience. Preliminary
evidence from studies conducted in diverse cultural contexts, including China, Indonesia, and
Ukraine, suggests potential for broader applicability, although systematic cross-cultural validation is
needed to establish generalizability and identify necessary adaptations.
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Table 2. Summary of intervention results by type

Type of Number Key Findings Effect Size / Impact Limitations
Intervention  of Studies
Digital Game- 3 Improved digital Moderate to large  Small sample sizes;
Based Learning ethics literacy, effect (significant  limited to single-site
learning motivation, improvement) implementation
and student
engagement
Privacy Literacy 2 Improved Moderate effect Limited to privacy
Training understanding of (increase in domain; short-term
privacy and reduced  knowledge; some effects
willingness to share  behavioral change)
personal data
Comprehensive 2 Increased knowledge  Small to moderate  Knowledge—behavior
Digital Citizenship and self-efficacy; effect (knowledge gap; limited
Programs mixed results in gains exceed intervention duration
behavioral outcomes  behavioral change)
Cyberbullying 2 Reduced Small to moderate  Variation in program
Prevention cyberbullying effect (heterogeneous quality;
Programs perpetration and results) implementation
victimization fidelity issues
Creative / Arts- 2 Increased awareness Moderate effect Limited rigorous
Based Approaches of onlinerisksand  (emerging evidence)  evaluation; small
enhanced ethical sample sizes
reasoning
Curriculum 1 Potential for Not empirically Conceptual stage;
Integration sustainable and tested lack of empirical
Approaches contextually validation
embedded learning
Multi-Stakeholder 2 Improved Moderate to large Complex
Collaboration effectiveness through  effect (synergistic implementation;
collaboration between impact) variability in
schools and families stakeholder
involvement

The persistent gap between knowledge and behavior, as identified in several studies,
represents a fundamental challenge for digital ethics education that requires both theoretical and
practical attention. Jones et al. (2024) demonstrated substantial increases in declarative knowledge
about digital safety while demonstrating minimal changes in actual online behavior, a finding
consistent with broader research on health education, moral reasoning, and behavior change. This gap
suggests that knowing what to do in online situations is quite different from actually doing it when
faced with pressure, temptation, or real-world social dynamics. Bridging this gap likely requires
interventions that go beyond information transmission to include behavioral rehearsals, social-
emotional skill development, environmental support, and sustained reinforcement over time. The
finding that single-semester interventions often fail to produce lasting behavioral change underscores
the importance of viewing digital ethics education not as a discrete topic to be “covered” but as a
continuous, developmental process requiring ongoing attention throughout the elementary school
years. Schools may need to adopt a spiral curriculum approach that revisits and deepens digital ethics
concepts at increasing levels of sophistication as students’ progress through the elementary grades.

The important role of teacher readiness and self-confidence emerges as both supporting and
inhibiting factors in the implementation of effective digital ethics education. Martin et al. (2023)
Research reveals that many elementary school teachers feel ill-prepared to address complex issues of
digital safety and ethics despite recognizing their importance, a finding that has significant
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implications for teacher education and professional development. Pre-service teacher education
programs may need to expand their coverage of digital citizenship, online safety, and technology
ethics to better prepare future elementary school educators for these responsibilities. In-service
professional development should provide not only information about digital risks and ethical
principles, but also practical pedagogical strategies, curriculum resources, and opportunities for
teachers to develop confidence through guided practice and peer collaboration. The rapid evolution of
digital technologies means that one-off training is not enough; teachers need ongoing professional
learning opportunities to stay abreast of emerging platforms, evolving risks, and innovative
educational approaches. Supporting teachers' expertise in digital ethics education is a crucial lever for
achieving broad and sustainable impact on elementary school students' online safety.

Parental engagement and family-school partnerships are essential components of a
comprehensive approach to promoting safe online behavior among elementary school students.
Purnama et al. (2021) Studies have shown that parental mediation significantly enhances the
protective effects of school-based digital literacy education, confirming that children's online
experiences and behaviors are shaped by a variety of social contexts that extend beyond the school
setting. Effective parental engagement encompasses a range of strategies, including shared technology
use, active discussions about online experiences, setting appropriate rules and expectations,
monitoring online activity, and modelling responsible digital behavior by parents themselves.
However, parents vary widely in their own digital literacy, awareness of contemporary online risks,
confidence in discussing technology issues with their children, and time available for active mediation.
Schools can support effective parental engagement through parent education programs,
communication strategies that help families understand what children are learning about digital ethics,
and resources that enable parents to engage meaningfully in their children's digital development.
Evidence suggests that the most effective approaches treat parents as partners in digital citizenship
education rather than as passive audiences for school-prescribed messages.

The integration of empathy, ethics of care, and socio-emotional dimensions into digital ethics
education is an important theoretical and practical development in this field. O'Reilly et al. (2024)
emphasizes that technical knowledge and adherence to rules alone are insufficient as a basis for ethical
behavior online. This perspective aligns with contemporary understandings of moral development,
which emphasize that ethical behavior stems not only from cognitive understandings of right and
wrong, but also from emotional capacities including empathy, perspective-taking, compassion, and
concern for the well-being of others. Elementary school students benefit from educational approaches
that help them recognize the human impact of online actions, understand that digital interactions occur
between real people with feelings and experiences, and develop motivation to act ethically based on
concern for others rather than simply fear of consequences. This care-oriented approach may be
particularly important for preventing cyberbullying and promoting prosocial behavior online, as it
addresses the psychological distance and deindividuation that sometimes occur in digital
environments. Integrating social-emotional learning with digital ethics education creates synergistic
benefits, supporting both domains simultaneously.

Curriculum integration strategies offer a promising path to embedding digital ethics education
within existing educational structures, rather than treating it as an additional burden on an already
busy elementary school schedule. Marsini (2025) Articulate a vision for transforming social studies
education to include digital citizenship concepts, recognizing the natural connection between
traditional civics education topics and contemporary digital citizenship challenges. Similar integration
opportunities exist across other content areas: literacy education can address digital reading,
information evaluation, and online communication; mathematics can incorporate data literacy and
privacy concepts; science can explore the impact of technology on society; and arts education can
engage with creative approaches to digital expression and ethics. This integrated approach ensures
that digital ethics is woven throughout students' educational experiences, rather than confined to
isolated technology lessons. However, successful curriculum integration requires teachers across
content areas to have a sufficient understanding of digital ethics concepts and their beliefs to connect
them to the subject matter. Curriculum materials, lesson examples, and professional development that
support cross-curricular integration can facilitate this approach.
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This systematic review identified several important methodological limitations and research
gaps that require attention in future investigations. Many studies used small, convenient samples from
a single school or limited geographic area, which limits generalizability and the ability to examine
how effectiveness varies across different student populations, school contexts, and cultural settings
(Novianti et al., 2025). Few studies included long-term follow-up assessments that would reveal
whether intervention effects persist over time or fade without reinforcement. The field lacks validated
and standardized assessment instruments to measure digital ethics competency and safe online
behavior in a developmentally appropriate manner for elementary school students. Measurement
challenges are particularly acute for behavioral outcomes, as self-reported online behavior may be
susceptible to social desirability bias, while direct observation of behavior raises privacy and practical
concerns. Future research should prioritize large-scale studies with diverse samples, longer follow-up
periods, more rigorous experimental designs, and the development of robust measurement tools that
can allow for more definitive conclusions about the effectiveness of interventions and their impact
mechanisms.

The evidence synthesis from this systematic review suggests several priority
recommendations for advancing the field and improving the practice of digital ethics education for
elementary school students. First, schools should adopt a comprehensive and sustainable approach to
digital citizenship education that spans the entire elementary school grades, rather than a one-off
intervention, incorporating evidence-based pedagogical strategies including digital game-based
learning, interactive methods, and creative approaches. Second, significant investment in teacher
preparation and ongoing professional development is essential to ensure educators have the
knowledge, confidence, and resources needed to implement effective digital ethics instruction. Third,
schools should actively engage parents as partners in supporting children's digital development
through parent education, communication strategies, and the provision of resources. Fourth,
curriculum developers should create an integrated approach that embeds digital ethics across content
areas while ensuring developmentally appropriate coverage and sequencing. Fifth, researchers should
conduct rigorous studies to address current methodological limitations and examine the immediate
and long-term impacts of various intervention approaches. Sixth, policymakers should support digital
citizenship education through funding, policy frameworks, and infrastructure that enable a
comprehensive approach. Coordinated efforts at these multiple levels can advance the goal of ensuring
that all elementary school students develop the knowledge, skills, values, and behaviors necessary for
safe, responsible, and ethical participation in the digital space.

CONCLUSION

This systematic review provides compelling evidence that internet ethics education
significantly contributes to shaping safe online behaviors among elementary school students, although
its effectiveness varies widely across intervention approaches, implementation contexts, and outcome
domains. Digital game-based learning, privacy literacy training, comprehensive digital citizenship
programs, and collaborative multi-stakeholder approaches all demonstrate potential positive impacts,
with the strongest evidence supporting interactive and engaging pedagogical methods that connect
abstract ethical principles to concrete digital situations relevant to children's lives. However, persistent
challenges, including the knowledge-behaviour gap, limited teacher preparedness, variable parental
involvement, and methodological limitations in existing research, limit current understanding and
practice. This field requires continued innovation in intervention design, rigorous evaluation of
emerging approaches, development of validated assessment tools, and systematic investigation of
implementation factors that facilitate or hinder effectiveness across educational contexts.

As digital technologies continue to evolve and their influence expands into all aspects of
children’s lives, the need for effective internet ethics education is growing. Elementary school is a
critical developmental period for building foundational digital citizenship competencies that will
guide students throughout their increasingly digital lives. Success in this endeavor requires moving
beyond isolated, short-term interventions to a comprehensive, sustained, and integrated approach
supported by adequate teacher preparation, parent partnerships, evidence-based curricula, and
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supportive policy frameworks. The evidence synthesized in this review provides essential guidance
for educators, researchers, policymakers, and other stakeholders committed to protecting children in
digital spaces while promoting the knowledge, skills, and values necessary for responsible digital
citizenship. Future research and practice should build on this foundation while addressing identified
gaps to advance toward the shared goal of ensuring all elementary school students can navigate digital
environments safely, ethically, and confidently.
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